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Backup ONE architecture and security 

• Local folders
• NAS (via UNC path)
• Lokal servers
• Backup archives secured  

through ActiveProtection®

Data sources
• Desktops
• Servers
• Virtual machines
• Network attached storage (NAS)
• Files and folders
• Full disk images
• UNC shares

Backup types
• Full backup (image)
• Differential backup
• Incremental backup
• Full, forever differential
• Full, diff, full, diff ...
• Almost any combination

possible

Backup ONE CloudLocal storage

Data restore
• Restore anything, anytime through web
• Granular fi le or full restore (bare metal)
• Virtual to physical restore (v2p)
• Physical to virtual restore (p2v)
• File download through web
• Full archive download through web

The Datacenter
• Tier-IV- and ISO- certifi ed
• 99,991% availability
• Biometric access controls
• 24/7/365 security personnel

on site

The datacenter is located in Lupfi g 
(AG), Switzerland and is operated
by Green Datacenter AG (CH).

Backup ONE AG
Marktgasse 50
CH - 3011 Bern
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Acronis Cyber Infrastructure

Data redundancy and encryption services

Backup ONE 
Data Backup

Backup ONE 
Disaster Recovery

Data security at rest
• AES 128, 192 or 256 bit encryption

Data security in transit
• AES 128, 192 or 256 bit encryption of packets
• 2048 bit TLS/SSL (HTTPS) connection

Data security in use
• Dedicated servers, hardened linux OS (Cloud)
• Kernel based memory (RAM) protection

Upload
2048 bit TLS/SSL (HTTPS)

Data security in use, in transit and at rest 
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