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INDEPENDENT SERVICE AUDITOR’S REPORT  
AO Kaspersky Lab  

Moscow, Russian Federation 

Scope 

We have examined the attached description of the system of AO Kaspersky Lab (the “Service Organization”) related to 
development and implementation of anti-virus bases for Windows and Unix OS system as of April 18, 2022 (the “Description”) 
based on the criteria for a description of a service organization’s system set forth in DC Section 200, 2018 Description Criteria 
for a Description of a Service Organization’s System in a SOC 2® Report (“description criteria”) and the suitability of the design 
of controls stated in the description as of April 18, 2022 provide reasonable assurance that AO Kaspersky Lab’s service 
commitments and system requirements were achieved based on the trust services criteria relevant to security (“applicable 
trust services criteria”) set forth in TSP Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, 
Confidentiality, and Privacy. 

The information included in Section 5, "Supplemental information provided by Kaspersky", is presented by management of AO 
Kaspersky Lab to provide additional information and is not a part of the description. Information about AO Kaspersky Lab’s 
transparency principles, global transparency initiative and transparency center has not been subjected to the procedures 
applied in the examination of the description and the suitability of the design of the controls, to achieve AO Kaspersky Lab’s 
service commitments and system requirements based on the applicable trust services criteria.   

Kaspersky uses LLC Macomnet (Macomnet), LLC Svyaz VSD (Linxdatacenter), LLC SafeData (“subservice organizations”) for its 
hardware hosting in the data centers. The description includes only the control objectives and related controls of Kaspersky 
and excludes the control objectives and related controls of subservice organization. The description also indicates that certain 
control objectives specified by Service Organization can be achieved only if complementary subservice organization controls 
assumed in the design of Service Organization’s controls are suitably designed and operating effectively, along with the related 
controls at Service Organization. The description does not disclose the actual controls at the subservice organizations. Our 
examination did not include the services provided by the subservice organizations, and we have not evaluated the suitability of 
the design or operating effectiveness of such complementary subservice organization controls. 

The description indicates that complementary user entity controls that are suitably designed are necessary, along with controls 
at AO Kaspersky Lab to achieve AO Kaspersky Lab’s service commitments and system requirements based on the applicable 
trust services criteria. The description presents AO Kaspersky Lab’s controls, the applicable trust services criteria, and the 
complementary user entity controls assumed in the design of AO Kaspersky Lab’s controls. Our examination did not include 
such complementary user entity controls and we have not evaluated the suitability of the design of such controls. 

Service Organization’s responsibilities  

AO Kaspersky Lab is responsible for its service commitments and system requirements and for designing and implementing 
controls within the system to provide reasonable assurance that AO Kaspersky Lab's service commitments and system 
requirements were achieved. AO Kaspersky Lab has provided the accompanying assertion titled "Assertion of AO Kaspersky Lab 
Management" (“assertion”) about the description and the suitability of design of controls stated therein. AO Kaspersky Lab is 
also responsible for preparing the description and assertion, including the completeness, accuracy, and method of 
presentation of the description and assertion; providing the services covered by the description; selecting the applicable trust 
services criteria and stating the related controls in the description; and identifying the risks that threaten the achievement of 
the service organization’s service commitments and system requirements. 
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Service Auditor’s Responsibilities 

Our responsibility is to express an opinion on the description and on the suitability of the design of the controls stated in the 
description based on our examination. Our examination was conducted in accordance with attestation standards established 
by the American Institute of Certified Public Accountants (AICPA). Those standards require that we plan and perform our 
examination to obtain reasonable assurance about whether, in all material respects, the description is presented in accordance 
with the description criteria, and the controls stated therein were suitably designed to provide reasonable assurance that the 
Service organization’s service commitments and system requirements were achieved based on the applicable trust services 
criteria. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion. 

An examination of the description of a Service organization’s system and the suitability of the design of those controls involves 
the following: 

• Obtaining an understanding of the system and the service organization's service commitments and system requirements. 

• Assessing the risks that the Description is not presented in accordance with the description criteria and that controls were 
not suitably designed. 

• Performing procedures to obtain evidence about whether the Description is presented in accordance with the description 
criteria.  

• Performing procedures to obtain evidence about whether controls stated in the Description were suitably designed to 
provide reasonable assurance that the service organization achieved its service commitments and system requirements 
based on the applicable trust services criteria. 

• Evaluating the overall presentation of the Description. 

Our examination also included performing such other procedures as we considered necessary in the circumstances. 

Inherent Limitations 

The description is prepared to meet the common needs of a broad range of report users and may not, therefore, include every 
aspect of the system that individual users may consider important to meet their informational needs. There are inherent 
limitations in the effectiveness of any system of internal control, including the possibility of human error and the 
circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the service 
organization’s service commitments and system requirements are achieved based on the applicable trust services criteria. 
Also, the projection to the future of any conclusions about the suitability of the design of the controls is subject to the risk that 
controls may become inadequate because of changes in conditions or that the degree of compliance with the policies or 
procedures may deteriorate. 

Service Auditor’s Independence and Quality Control 

We have complied with the independence and other ethical requirements of the Code of Professional Conduct established by 
the AICPA. We applied the statements on quality control standards established by the AICPA and accordingly maintain a 
comprehensive system of quality control. 

Other Matter 

We did not perform any procedures regarding the operating effectiveness of controls stated in the description and, 
accordingly, do not express an opinion thereon. 

Opinion 

In our opinion in all material respects,  

a. The description presents AO Kaspersky Lab’s development and implementation of anti-virus bases for Windows and Unix 
OS system that was designed and implemented as of April 18, 2022 in accordance with the description criteria. 
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b. The controls stated in the description were suitably designed as of April 18, 2022 to provide reasonable assurance that AO
Kaspersky Lab’s service commitments and systems requirements would be achieved based on the applicable trust services
criteria, if the controls operated effectively and user entities applied the complementary controls assumed in the design of
AO Kaspersky Lab’s as of April 18, 2022.

Restricted Use 

This report is intended solely for the information and use of AO Kaspersky Lab, user entities of the development and 
implementation of anti-virus bases for Windows and Unix OS system of AO Kaspersky Lab as of April 18, 2022, business 
partners of AO Kaspersky Lab subject to risks arising from interactions with AO Kaspersky Lab’s system, practitioners providing 
services to such user entities and business partners, prospective user entities and business partners, and regulators who have 
sufficient knowledge and understanding of the following: 

• The nature of the service provided by the Service Organization.

• How the Service Organization’s system interacts with user entities, business partners, subservice organizations, and other
parties.

• Internal control and its limitations.

• Complementary user entity controls and how they interact with related controls at the service organization to achieve the
Service Organization’s commitments and system requirements.

• User entity responsibilities and how they may affect the user entity's ability to effectively use the service organization's
services.

• The applicable trust services criteria.

• The risks that may threaten the achievement of the Service Organization’s service commitments and system requirements
and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified parties. 

April 29, 2022 

AO Deloitte & Touche CIS, 5 Lesnaya Street, Moscow, 125047, Russia 
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Section III: System Description Provided by Management 
 

Definitions and abbreviations 

 

AV bases — Anti-virus bases; 

PC — Personal computer; 

AD — Active Directory; 

IA — Internal Audit; 

AMR Manager— Anti-Malware Research Manager; 

ALM Analyst — Application Lifecycle Management Analyst; 

DRS – Distributed Replication System. 

Overview of Operations  

Company Background  

AO Kaspersky Lab (futher – Kaspersky) is a global cybersecurity company that has been operating on the market for over 20 
years. The company’s comprehensive security portfolio includes leading endpoint protection and a number of specialized 
security solutions and services to fight sophisticated and evolving digital threats. One of the products that Kaspersky produces 
is anti-virus bases (“AV bases”).  

Business Description  

Kaspersky anti-virus bases are a set of modules that are distributed with Kaspersky products. AV bases consist of anti-malware 
detection rules and signatures that enable Kaspersky products to efficiently detect and eliminate various kind of threats on a 
user’s personal computer (“PC”) or other systems. Kaspersky AV bases are constantly updated to have the most up-to-date 
information about all known threats. Users of Kaspersky products are regularly provided with the most recent updates of 
Kaspersky AV. 

The development and implementation of anti-virus bases for Windows and Unix OS process (hereinafter “System”) is a set of 
activities that executed by several Kaspersky teams to produce and update the AV bases.  

Information regarding the purpose and operation of Kaspersky AV bases is available to customers on the Kaspersky website. 
Additional System description details are available for customers and potential customers through third-party audit and 
attestation reports are available upon request at the Kaspersky Transparency Center. 

Applicability of the Description 

This Description has been prepared to provide information on Kaspersky AV bases development and implementation process 
internal controls that may be relevant to the requirements of its customers to meet security criteria.  

As such, the detail herein is intended to meet the common requirements of a broad range of users and may not, therefore, 
include every aspect of the System that each customer may consider important. Furthermore, detail is limited to the controls 
in operation over the System as defined in the scope boundary below. The authorized users of the Systems supporting the 
internal controls are limited to the applicable Kaspersky personnel. 
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Scope Boundary  

Kaspersky develops and implements anti-virus bases for different operating systems. The scope of this report is limited to the 
services of development and implementation of anti-virus bases for Windows and Unix operating systems 
(for regular, automatic updates of anti-virus bases).  

The scope of Description excludes any testing of Kaspersky products or the process of uploading and installation of Kaspersky 
products and updates by users. 

The scope includes the following: 

1. Kaspersky AV bases development and compilation services that are used for the source code development and its 
compilation; 

2. Kaspersky AV bases code storage and review systems that are used for the source code storage and review process; 

3. Kaspersky AV bases test and release system that is used for the implementation of the AV bases; 

4. Kaspersky AV bases test system that is used for the verification of the AV bases; 

5. Information systems supporting the abovementioned processes (1, 2, 3, 4). 

Kaspersky Datacenters 

Kaspersky uses LLC Macomnet (Macomnet), LLC Svyaz VSD (Linxdatacenter), LLC SafeData (“subservice organizations”) for its 
hardware hosting in the data centers. Datacenter employees are responsible for the physical security of the data centers, data 
protection, and physical hardware asset management and network services. Besides that Kaspersky cells in the data centers 
are managed, monitored, and operated by Kaspersky IT staff delivering online services with 24x7x365 continuity. Kaspersky 
also maintains and manages network and platform security. 

Software 

The main services and applications that are involved in the AV bases release process are: 

 KLAVA — an infrastructure for storing AV bases source code. KLAVA compiles the source code, builds AV bases and stores 
the built bases.  

 Perforce — a cross-platform version control system with client-server architecture. The system is used to develop 
programs for storing and versioning source codes. 

 Code Collaborator — a system designed to verify the source code written by programmers. This system enables the 
identification of shortcomings, bugs and non-optimal algorithms before testing, which significantly improves the quality of 
the product’s final source code and speeds up the development process. 

 AVBase Prep — a service that is designed to assemble, process and package AV bases for subsequent testing and 
deployment, as well as for use in internal test suites and use by developers to prepare new AV bases. 

 DTS — a system that consists of three modules: DTS Builder, DTS IMAS (Index Management Automation System) and DTS 
Test. DTS IMAS is designed to manage and generate the indexes of update bases. DTS Test module is designed to test 
release updates. DTS Builder is configured to request the DTS IMAS module to generate index files and the DTS Test 
module to perform tests. 

 KLS (Kaspersky Signer) — a signature service for executable modules and other files that need to be signed off on 
(approved), including indexes of update bases. The service is divided into two parts: protected KLS (pKLS) and universal KLS 
(uKLS). pKLS is a KLS service deployed in a secure network segment that does not allow incoming connections. uKLS is a 
KLS service deployed in a shared network segment with limited access. 

 PIS (Protected Index Signer) — an interface for accessing the KLS system that is designed to monitor the absence of 
unauthorized files in the indexes transmitted to KLS for a signature. 

 TFS— a Microsoft product that provides source code, reporting, requirements management, project management, 
automated builds, testing and release management capabilities. 

 TeamCity — a Java-based build management and continuous integration software. 

 Remedy — a client-server trouble ticketing application used to track internal problems and customer-reported issue. 
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People 

Kaspersky personnel are organized into service teams that develop and maintain the application, and support teams that 
provide supporting services for System operations.  

Each functional and support team has defined responsibilities and accountabilities to manage security, and the integrity of the 
process. Each team is responsible for ensuring the continued operation of all relevant controls as they relate to the internal 
controls relevant to the security of the System. In addition, the teams meet regularly to discuss any changes that affects the 
internal controls for security, as well as to inform other business owners about their product and project management.  

The teams include the following groups:  

 AV Bases Infrastructure - AV Base Prep and Team City support; 

 Heuristic Detection and Vulnerability Research - vulnerability identification and assessment; 

 Application Lifecycle Management - inputting source code into KLAVA and Perforce, Code Collaborator and TFS support; 

 Business Services Infrastructure Development - Active Directory support; 

 R&D Services Infrastructure Development - KLAVA (OS), AV Base Prep (OS), uKLS (OS), KLAVA (DBMS), DTS (DBMS) 
support; 

 Information Security - developing information security requirements and informing employees about them, signature 
system support; 

 Product Security - responsible for risk management process; 

 Anti-Malware Research - inputting source code into KLAVA and KLAVA support; 

 Updates Release - testing and releasing anti-virus databases, DTS application level support and OS support. 

Procedures 

Kaspersky AV bases development and implementation System adheres to Kaspersky’s Security Policy, which is maintained by 
the Chief Information Security Officer (CISO) and approved by the Chief Information Officer (CIO). This policy defines 
accountability and responsibility for implementing security. It addresses:  

 access control; 

 change control and acceptance; 

 incident response; 

 exceptions; 

 training.  

In addition to the above procedures, manual and automated control activities for managing the security of the AV bases 
development and implementation process are described in the section "Description of Controls" below. 

Data 

Kaspersky AV bases source code is stored on the enterprise’s version management systems Perforce and KLAVA. Application 
Lifecycle Management and AV Bases Infrastructure teams are responsible for managing the security of the Systems. 

Kaspersky AV bases development and implementation security System data is maintained in SQL server databases, which are 
hosted within the Active Directory (“AD”) domain. The Business Services Infrastructure Development team is responsible for 
managing the security of the database server. Access to KLAVA and Perforce is restricted to authorized users, and the SQL 
Database takes care of administrative work, such as managing the hardware infrastructure and automatically keeping the 
database and operating system software up-to-date. Customer data is neither used nor stored the Kaspersky AV bases 
development and implementation process.  
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Relevant aspects of the Control Environment, Risk Management, Information and Communication, and 
Monitoring 

Integrity and Ethical Values 

The Kaspersky controls environment has been designed by company management to ensure alignment with the company's 
objectives, and mitigate the risks related to these objectives. Corporate governance at Kaspersky starts with Kaspersky’s 
management, which establishes, maintains, and monitors standards, policies and guidelines for ethics, business practices, and 
compliance that span the company. Kaspersky’s Corporate Culture encompasses values and behaviors that produce the unique 
social and psychological environment of the Kaspersky business. It encapsulates the principles and values that guide 
Kaspersky’s business activities.  

Kaspersky's management establishes integrity and a people-oriented corporate culture by: 

 communicating its corporate core values "Formula 6 Core Values" to new employees during the onboarding presentation;  

 assessing employees on their behavioral characteristics; 

 placing its corporate core values on the intranet; 

 conducting training sessions for employees. 

Kaspersky Corporate Culture  

Kaspersky Corporate Culture provides employees with the education and resources to make informed business decisions and 
act on their decisions with integrity. Corporate Culture training and awareness is provided to Kaspersky employees to educate 
them on applicable policies, standards, and information security practices. Full-time employees must also take a mandatory 
Corporate Culture training course within the first 60 days of their start date. In addition, employees are required to participate 
in mandatory security, compliance, and privacy training periodically in order to design, build and operate secure services and 
functional modules. 

Training and Accountability 

Kaspersky staff and contingent staff are accountable for understanding and adhering to the internal controls related to security 
area. Individuals not employed by Kaspersky, but allowed to access, manage, or process the information assets of Kaspersky 
are also accountable for understanding and adhering to the internal controls related to security area. 

All new and current employees are continuously trained to ensure their understanding of all internal controls over the trust 
services principles and criteria of security as they pertain to their job responsibilities. In addition, all employees are given 
access to the firm’s organizational chart. The entity describes its organizational structure, reporting lines and authorities, and 
publishes this information on its internal portal. The roles and responsibilities of all employees, including key managers, are 
defined in writing in job descriptions. They are communicated to employees. Risk and Controls Matrix is communicated to new 
employees in case if their role is assigned with any number of controls. 

HR monitors attendance at onboarding presentations and completion status of training courses, and keeps attendance sheets 
and trainings results. HR keeps track of employees who have not completed training courses and reminds them that they are 
outstanding. The responsible employee must complete onboarding within the first three months. 

Corporate values are installed in the company's employees through special events: 

 competition for the best employee and team of the year; 

 knowledge workshop; 

 webinar with the company's top management to discuss open issues, and transfer experience and knowledge; 

 organization of sports events; 

 organization of charity events. 

Information about special events is presented on the intranet. 
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Commitment to Competence 

Kaspersky hiring managers define the job requirements prior to recruiting, interviewing, and hiring. Job requirements include 
the primary responsibilities and tasks connected to a particular job position, background characteristics needed to perform the 
job, and personal characteristics required. Once the requirements are determined, managers create a job description, which is 
a profile of the job and is used to identify potential candidates. When viable candidates are identified, the interview process 
begins to evaluate candidates and to make the appropriate hiring decisions. 

Kaspersky employees create individual accountabilities that align with those of their managers, organizations, and Kaspersky, 
and are supported by customer-centric actions and measures to ensure that everyone is working toward the same overarching 
vision. Accountabilities are established when an employee is hired and then updated throughout the year according to 
business circumstances. 

Managers work with their employees to analyze progress against accountabilities and to adjust accountabilities, if needed, 

several times throughout the year. Managers evaluate individual contributions to teams, the business, or customer impact, 

taking into consideration contributions aimed at creating a high performing team and the demonstration of competencies 

relevant to the role. 

Internal Audit 

Kaspersky has an Internal Audit (“IA”) team that reports to the deputy CEO, who is a member of the Board of Directors. IA has 
a formal charter that is reviewed by management. The responsibilities of IA include performing audits, reporting issues and 
making recommendations to management. 

Risk Assessment 

Kaspersky has a Product Security Group that is responsible for overseeing a secure software development process. 

Both of the teams, IA and the Product Security Group, performs formal risk identification processes. These assessments cover 
risks over security, integrity of the process and legal compliance.  

Kaspersky (Product Security and other groups within the company) takes a deliberate approach to risk management and 
periodically conducts risk assessments. The purpose is to identify and prioritize the threats facing Kaspersky AV bases and 
prioritize the most preeminent risks based on impact, likelihood, and management’s controls. The assessments are reviewed 
by senior management. Kaspersky’s leaders determine high-priority risks across the company, including risks related to 
security, integrity of the process and systems controls. Control failures are also analyzed to determine whether they give rise 
to additional risks. Ownership for each risk and its mitigation strategy is clearly defined. The risk mitigation plan is reviewed by 
the management of functional teams with ownership assigned to individual teams and their personnel. Risk mitigation 
strategies and controls identified during the recurring risk assessment are tracked and reviewed by the assigned owner and 
compiled into a quarterly update that is reviewed by key Kaspersky security stakeholders. 

The responsibility for risk is distributed throughout the organization based on each individual group’s function and services. IA 
and Product Security Group work together to represent risk management. 

Based on the risk assessment performed, control activities are put in place within the Kaspersky AV bases development and 
release control framework. This framework is managed by the Product Security team. The Product Security Team updates the 
control framework to meet regulatory, industry, or technology changes based on meetings with the Kaspersky functional team. 
The implementation of control activities is the responsibility of each of the functional and supporting service teams. 

The Product Security team analyzes the implementation status of mitigation actions for the identified vulnerabilities of the 
information systems, supporting services on a weekly basis in the TFS system. For vulnerabilities with "resolved" status, the 
Product Security team checks that mitigation actions have been implemented appropriately. 

The Information Security Expert, Senior Project Manager and Senior Auditor maintain and update the control matrix related to 
the AV bases release process in accordance with the relevant risks, threats, internal and external requirements.  
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Information and Communication 

Internal communications 

All documented policies and procedures are available to the entire organization via Kaspersky’s internal portal. In particular, 
Kaspersky communicates its Service Desk guidelines, Monitoring guidelines and Administrator's guidelines to the authorized 
internal users (Information Technology specialists (IT) and Research and Development specialists (R&D)) by posting these 
documents on the internal portal. 

In addition, newly hired employees should read and accept the Information Security Policy by signing a hard copy of the 
register journal stored in the HR office. Kaspersky communicates changes in security requirements, policies and procedures to 
employees as follows: 

 newsletters via email; 

 publishing on the internal portal; 

 meetings with service managers and system administrators if the changes affect certain information systems; 

 publishing the requirements in the TFS system; 

 through anti-corruption training; 

 through Information Security training.  

Completion of information security trainings is monitored on an annual basis based on a report from the training system 
newsletters via email. 

Responsibilities concerning internal control are communicated broadly. Responsibilities for compliance with policies are set 
out in the internal software development policies, about which a mandatory training has been established for all employees. 
Additionally, the Product Security Group meets with control owners to make sure they understand the controls for which they 
are responsible, and updates the controls based on changes to the environment, if needed. 

External communications 

Kaspersky has defined and documented the terms and conditions of database and application module updates and Technical 
Support terms located at https://support.kaspersky.com/. 

Kaspersky communicates the terms and conditions of the AV bases release process, technical support terms and statistics 
gathering in the End User License Agreement (EULA) located at www.kaspersky.com/end-user-license-agreement. The EULA is 
communicated to the Customers during the installation of the product. 

Monitoring  

Kaspersky uses multiple monitoring services to ensure data integrity and identify issues. These monitoring services also allow 
Kaspersky to ensure continued compliance with all applicable regulations and adherence to the trust service principles. The 
critical software and services used by Kaspersky to monitor the production environment are: 

 Splunk — software for searching, monitoring, and analyzing machine-generated big data of Kaspersky internal users 
activity. Privileged accounts actions are logged automatically and analyzed by SPLUNK on a specific list of suspicious 
activities. In case of potential threats, the system sends notifications to the SOC center. SOC center’s employees analyze 
and evaluate such incidents. If they detect a violation, they forward it to the IT department to resolve the incident. 

 Nessus — a vulnerability scanner.  

 ITSM — IT service management system for tracking security incidents.  

The Vulnerability team runs scans the servers or selected corporate workstations for vulnerabilities on a weekly basis. The 
Information Security team discusses the results of the scans with the responsible R&D or IT team, and approves a mitigation 
plan developed by the team. 

The Penetration Test team conducts penetration tests for: 

 new IT-services released by the entity, on demand; 

 a list of the services agreed with the IT team on an annual basis and documented in the annual plan. 
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The Penetration Test team prepares a penetration test report and shares it with the Information Security team, which then 
discusses the results with the R&D or IT team responsible, and approves mitigation plans developed by these teams. Follow-up 
is performed according to the mitigation plans by the responsible parties documented in the plan. 

Access to the SPLUNK system for viewing data is provided to employees of the Security operational center department and to 
the Control owner. Access to the SPLUNK should be approved by employee of IS. 

Description of Controls 

This Description draws on the 2017 edition of TSP section 100 Trust Services Principles and Criteria for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy. The description of control activities relevant to the trust principles and 
criteria are included below. Additionally, the criteria for each principle and the relevant AV bases development and 
implementation process controls in place to satisfy the criteria are included in Section IV of this report. 

Business Planning 

AV bases development and implementation process is driven by the constant identification, monitoring and addressing of 
threats. Service teams have personnel who are responsible for system operation, service availability, and control 
implementation. Each team works to implement and maintain the commitments for security. 

Hiring Process 

Kaspersky hiring managers define the job requirements prior to recruiting, interviewing, and hiring. Job requirements include 
the primary responsibilities and tasks connected to a particular job position, background characteristics needed to perform the 
job, and personal characteristics required. Once the requirements are determined, managers create a job description, which is 
a profile of the job, and use it to identify potential candidates. When viable candidates are identified, the interview process 
begins to evaluate candidates and to make an appropriate hiring decision. All potential new hires are carefully screened for 
relevant knowledge areas and skills. Candidates for open positions go through an interview process with multiple interviewers. 
The interviewer feedback is documented on an internal tool, which is used to compile interview information, make hiring 
decisions, and keep track of hiring events. The interviewers provide competency and technical/functional assessments of 
candidates. After interviews are finished, the Hiring Manager reviews the candidate’s information and makes the decision to 
hire based on interviewer feedback and the candidate‘s qualifications.  

Performance Reviews 

Kaspersky employees create individual accountabilities that align with those established for their manager, organization, and 
Kaspersky. Each accountability is supported with customer-centric actions and measures to ensure that Kaspersky personnel 
are working toward the same overarching vision. Accountabilities are established when an employee is hired and then updated 
throughout the year according to business needs. 

Performance reviews are occasionally held between employees and their managers, during which progress is analyzed against 
their accountabilities and they are adjusted, if needed. The manager evaluates the individual's contributions to the team and 
business or customer impact, taking into consideration contributions towards creating a high performing team and the 
demonstration of competencies relevant to their role.  

Background Checks 

All potential new hires must undergo a background check prior to joining Kaspersky. Kaspersky works with vendor companies 
to perform a background check on new personnel before they are hired to work in Kaspersky. The background check is 
performed only upon receiving the agreement for personal data processing from the candidate. Upon completion of the 
background check, the company communicates the results to the control owner via email. The findings of the background 
check is taken into consideration when hiring a new employee.  
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System Description 

License agreements and technical support terms are documented and communicated to customers. The entity has defined and 
documented the terms and conditions of the AV bases release process and Technical Support terms located at 
support.kaspersky.com. The entity communicates the terms and conditions of the AV bases release process, technical support 
terms and statistics gathering in the End User License Agreement (EULA). The EULA is communicated to the Customers during 
the installation of the product. 

Customer Commitments, Responsibilities, and Standard Operating Procedures 

In addition to communicating commitments to its customers, including those related to regulations and security, Kaspersky 
communicates the responsibilities of the customer to use the service. These responsibilities are described in SLAs, contracts, 
audit and attestation reports issued by independent auditors, and through descriptions available on Kaspersky websites.  

Policies  

Kaspersky has developed and maintains formal policies and procedures to ensure continued adherence to the common trust 
principles, alignment with industry best practices, and the fulfillment of company objectives.  

Kaspersky currently has the following policies and procedures in place concerning the AV bases development and 
implementation process as of the report date: 

 Information Security Policy; 

 Incident Response Policy; 

 HLAs for the DTS, KLAVA, AV Base Prep, PIS, KLS, Perforce, Code Collaborator systems; 

 Service Desk guides for the AV Base Prep, KLAVA, KLS systems; 

 Monitoring guides for the AV Base Prep, KLAVA, KLS systems; 

 Administrator's guides for the AV Base Prep, KLAVA, KLS systems; 

 Vulnerability Management Procedure;  

 Operational Level Agreement; 

 Process of Review of Critical changes in AV-bases Policy; 

 Procedure for update structure change;  

 Testing of updatable modules; 

 DTS non-personalized service accounts; 

 Information system access control procedure; 

 Privileged Access Management Policy; 

 IT Change Management regulations; 

 Regulations for the installation of updates, service TeamCity (KLAVA-build); 

 Procedure for granting access to ALM systems;  

 Requirements for server security settings; 

 Operating system upgrade procedure; 

 Patch Management Process Description; 

 Procedure for the revision of access rights; 

 Procedure of revocation of access rights in IT; 

 Process for installing updates in Release updates & Support; 

 Procedure for accessing protected premises; 

 Access Rights Review Procedure.  



Security and Availability Incident Communication

The Kaspersky Information security team is responsible for dealing with security issues within the entire Kaspersky
environment. Functionalteams have operations personnel who are responsible for system operation, monitoring and service
availability. Kaspersky has implemented incident response procedures, which consist of technical mechanisms, organizational
infrastructure and procedures to detect, respond to, and deter security incidents. Additional on-call personnel, who respond to
potential security and availability incidents, are assigned to high severity incidents, and the manager on shift will work with
functionalteams to support the appropriate contingency plan through to resolution. Kaspersky outlines the process of
responding to security incidents in its Incident Response Policy. The Information Security Division is responsible for developing
and updating the Policy. The Information Security Division notifies employees about security breaches and other cases of
suspicious activity that must be communicated to the Information Security Division or the IT Service Desk.

Incident response guidelines are used by Kaspersky personnel to handle and report security incidents. These guidelines are
stored on internal sites and updated as needed. Kaspersky has its own technical infrastructure for incident management,
including monitoring systems for detecting security events and incidents and alerting about them. Incidents posing significant
risk to the environment are escalated to the Global Research & Analysis Team for response and mitigation. Additionally, in an
attempt to help mitigate security events/incidents, identified and specified internal and external IP addresses are scanned to
address potential vulnerabilities, which may have an impact on the security of the environment. Any Kaspersky employee can
also report incidents via email. Customers are notified about incidents and changes made to the Kaspersky AV bases through
press releases.

All operations performed during the security incident response are tracked in the ITSM system. The findings from the security
incident investigation, monitoring and analysis of the security incidents that occurred are used to create corrective actions to
reduce the amount of security incidents and improve existing procedures or create new procedures. Meetings are conducted
with the groups concerned to discuss these changes (as needed).

Internal Controls Monitoring

The design and operating effectiveness of existing controls are assessed internally, through risk assessments, vulnerability
scanning, and other methods, as well as by third parties on a recurring basis.

The internal audit works with the management and key process owners during the planning process to develop effective risk-
based audits.

Individual assessments are planned, executed and reported upon following industry standard internal audit practices. During
the planning phase, the IA will work to identify the specific controls being tested based on the risks and objectives in the
assessment. Walkthroughs are performed with the key process owners and management to confirm the understanding of the
design and function of the controls currently in place. Based on the walkthrough results, a test plan is developed and executed.
The results of the audit are detailed in a finaltesting protocol issued by the IA. Any observations noted during the testing are
shared with the process owners and management, and remediation plans are developed as needed to address the
observations identified. If necessary, the IA may perform a follow-up assessment to validate the effectiveness of the
remediation plan. Observations are addressed with corrective actions, which are tracked to support that they are completed in
a timely manner. The Product Security Team also monitors Kaspersky dependencies on third parties through obtaining and
evaluating information about new versions when available.

The Kaspersky Product Security team monitors all changes made to the systems and products to make sure that they are
secure and reliable.

The Kaspersky Information Security team performs regular security scanning and penetration testing of Kaspersky
infrastructure and related security controls to confirm their security.

Overview of the System

Source code preparation and input into systems

An Anti-virus Analyst ("AV Analyst") prepares the source code (anti-virus records of an anti-virus base) and inputs it into the
KLAVA system. Also, the AV Analyst may enter the source codes into the Perforce system, as has been the case historically.
However, the AV Analyst always puts a link in KLAVA to the source codes in Perforce, therefore all the antivirus records ("AV
records") are in KLAVA.
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Source code review

The any change to the bases goes through the blocking review procedure to confirm its integrity and security. The review
process of producing updates involves Kaspersky experts from outside Russia - including the Kaspersky's teams in the US and
Canada. The blocking review is performed in Code Collaborator. Trigger for blocking review start is im plemented in KLAVA and
Perforce in automatic mode. KLAVA/Perforce automatically creates a review task for all manually created AV records from
KLAVA and Perforce. The blocking review is not implemented for AV records with an "emergency" tag, but the AV Analyst
creates the appropriate issue in TFS and sends the AV records for approval of the Approve-Committee (a Group of responsible
employees from the Department of "Threat research"). After passing the review in Code Collaborator, the AV Analyst commits
the AV record in KLAVA or Perforce.DTS automatically starts the process of assembling antivirus bases ("AV Bases") in
accordance with the predefined system scripts, and calls AV Base Prep Builder module. AV Base Prep Builder module performs
verifying recompilation (recompilation of AV records received from KLAVA and committed to the KLAVA records). If the
recompilation is successful, AV Base Prep Builder module generates a distributive and a meta_info index file from AV records in
KLAVA. If the recompilation is unsuccessful, AV Base Prep Builder module sends an error notification emailto the employees
responsible for error correction (Anti-Malware Research team members).

Distributive assembling

DTS takes the generated distributive from AV records in AV Base Prep and puts it to the Work Folder. The DTS Builder module
calls the DTS IMAS module. Upon receipt of the request from the DTS Builder module, the DTS IMAS module automatically
generates an index file for each product. If an index file is successfully generated, the DTS Builder module sends it to KLS
Universal (uKLS). Verifier module in uKLS PIS performs a full hash verification. It performs a check for completeness and
accuracy by matching the hash in meta_info file with the hash in each file of the distributive.

Putting a GOST signature

If the automatically verification goes successfully, the DTS Builder module receives from uKLS a GOST signature for the index
file. If the verification is unsuccessful, the signature will not be affixed. If the index file generation is unsuccessful, the DTS
Builder module sends an error notification email to the employees responsible for error correction (Update Releases Group
members).

Testing and release

When the DTS Builder module receives a GOST-signature from uKLS, the DTS Builder module automatically copies product files
to the Master Copy file and calls the DTS Test module to perform the tests. The DTS Test module automatically selects the test
scenario predefined in the DTS Test module based on product type. If the tests are successful, the DTS Builder module calls
ORS and ORS takes release updates from the Master Copy. If the tests are unsuccessful, the DTS Test module sends an error
notification to the employees responsible for error correction (Updates Release Group, AMR) and ORS does not take the
release updates from the Master Copy. The AV bases development and implementation process is considered to be
successfully finished after the release updates are taken from the Master Copy by ORS.

Privileged access to the Work File Server and Master Copy File folders is authorized and appropriately restricted only to unique
accounts that are assigned to individual specialists who need such access for their job responsibilities and the system accounts
(robots).

Change Management

All changes to services follow Kaspersky's operational change management processes, which include:

· requesting changes via a change management ticket;

· requirements of development and approval of testing results within a test environment,

· review and approval by functional and support teams, by which key stakeholders provide approval of planned changes,
prior to their deployment to the production environment.

When implementing emergency changes, Kaspersky follows an established emergency change process, which includes
receiving and documenting approvalfrom assigned key stakeholders.
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Source code review 

The blocking review is implemented for the verification of the source code from KLAVA/Perforce. 

For each manually created AV record (C/C++), KLAVA/Perforce automatically performs the following procedures: 

 creates a source code review task; 

 assigns the "Author" role to the AV Analyst;  

 adds the employees to the list of reviewers who are authorized for make changes to this source code directory.  

After passing the review in the Code Collaborator, the AV Analyst commits the AV record in KLAVA/Perforce.  

KLAVA/Perforce checks if the corresponding review of pending change is passed before committing it.  

For all complex changes (C/C++) commit (developed peace of source code transferred for further testing and implementation) 
is made strictly after completing the Review in the Code Collaborator. 

For AV records with an "emergency" tag, the AV Analyst creates the appropriate issue in TFS and sends the changes for 
confirmation with the Approve-Committee (Group of responsible employees from the Department of "Threat research"). 

The changes are blocked till one of the Approve-Committee members approves the changes. 

A reviewer analyzes the source code from KLAVA/Perforce for errors and suspicious records in Code Collaborator within three 
days. If no such cases are found, the reviewer approves the source code so it becomes available for the Author to complete the 
review task. Otherwise, the reviewer does not approve the source code review task and leaves comments. If the Author agrees 
with the comments made by the Reviewer, he makes the necessary corrections to the source code, uploads it and waits for the 
Reviewer to approve it. Review is completed only after all reviewers approve the source code. 

The system allows to edit review participants only during the Planning phase. Every task completed by the "Author" should be 
checked by the "Reviewer" and the "Observer". The "Moderator" role allows to bypass the inspection by other participants, 
but even when the Author’s changes his role to Moderator during the planning phase and sends the review to complete, its 
status will remain as Inspection awaiting action from a new Author. 

Modification approval and testing of changes 

KLAVA/ AV Base Prep 

The Anti-Malware Manager (“AMR Manager”) receives the task with a change request from TFS and analyzes the relevance of 
the received change for KLAVA/AV Base Prep. If it is considered relevant, the AMR Manager approves the request for change 
initiation from the TFS and assigns an engineer for this task with change request in the TFS. 

TeamCity is configured to test the functionality of the source code that was developed by engineers in TeamCity test 
environment. If the test results are successful, TeamCity collects the build (program changes batch) for further installation to 
KLAVA/AV Base Prep. The engineer sends the generated build to the Service Desk for production deployment. If the test results 
are not successful, TeamCity does not collect the build for installation and sends a notification to the specialists responsible for 
error correction. 

Duties to implement changes to the production and develop changes in TeamCity are segregated between the Service Desk 
Specialist and the AMR developer. 

DTS  

The Update Releases Group Analyst analyzes the change request from the TFS. If he sees it as reasonable, the Update Releases 
Analyst assigns this change request to the responsible employees from the Updates Release and Support. If it is not 
reasonable, the Update Releases Group Analyst closes the change request in the TFS. 

The Update Releases Group Analyst implements changes in DTS for the assigned change from the TFS. Before making the 
changes, the Update Releases Group Analyst makes a backup of the system. If an error occurs after the changes have been 
made, the Update Releases Group Analyst documents the error in the TFS. The Update Release Group Analyst makes 
corrections within the changes in DTS or performs a system rollback. 

Duties to implement changes to the production and to develop changes are segregated between the Update Release Group 
Analysts. Only the Updates Release and Support group has permissions to implement changes. 
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uKLS 

The System Owner analyzes the relevance of the received initiation change request in the TFS. If it is relevant, the System 
Owner approves the request for initiation change from the TFS and creates a User Story with the assigned developer for the 
change. If it is not relevant, the System Owner closes the request for initiation change in the TFS. 

After the R&D developer (R&D/Internal Development & Operations/Services Development) finishes the development within 
the task (creates a source code) in the User Story (in Git TFS) and changes the status to "Resolved", the reviewer, who is 
predefined by the TFS task, assesses the received change for errors. After the reviewer closes the review and the User Story, 
Git TFS automatically starts the test scenarios, predefined by the TFS. If the test results are successful, the build from the 
reviewed source code is created automatically. The Project Manager creates a change request in Remedy with the attached 
build for the uKLS administrator (R&D Services Infrastructure Development) for deployment. If the test results are 
unsuccessful, the build from the reviewed source code is not be created in the TFS. 

Duties to implement changes to the production and to develop changes are segregated between the Developer (Internal 
Development & Operations/Services Development) and the uKLS Administrator (R&D Services Infrastructure Development), 
respectively. 

TeamCity 

The update takes place at the beginning of the two-week long release cycle, when the system is running in test mode. The 
updates are not monitored. Vendor software initially tests the patches for updates. The test result is sent to the group. If the 
testing is unsuccessful, the PRG KLAVA team decides, based on the severity of the errors, whether to install the update. 

Project Managers from AV Base Infrastructures and AV Core technologies create a request in the Service Desk to install the 
update, which is confirmed by the control owner. 

Perforce 

ALM does not change the logic of the system and only deploys changes from the Vendor on an annual basis.  

The system owner monitors announcements about system updates and determines if the installation is relevant. If the system 
owner decides to install the update, he downloads it from the vendor’s official website and creates a task in the TFS with the 
attached update and assigns a developer (ALM) for installation task. 

Assigned by the system owner, the ALM developer tests the received update release in the test environment. The ALM 
developer sends an email with the test results to the system owner. If the test results are successful, the system owner 
approves the deployment and downtime. The ALM developer sends an email with a notification about the downtime to the 
R&D (Research and Development department) and deploys the update release. If the test results are not successful, the ALM 
developer does not deploy the update release. 

TFS 

ALM does not change the logic of the system and only deploys updates from the Vendor monthly. 

The System Owner monitors announcements about system updates and determines if the installation is relevant. If the System 
Owner decides to install an update, he/she downloads it from the vendor’s official website and creates a task in the TFS with 
the attached update and assigns a developer (ALM) for installation task. 

Assigned by the system owner, the ALM developer tests the received update release in the test environment. The ALM 
developer sends an email with the test results to the System Owner. If the test results are successful, the System Owner 
approves the deployment and downtime. The ALM developer sends an email with a notification about the downtime to the 
R&D (Research and Development Department) and deploys the update release. If the test results are not successful, the 
System Owner does not approve the deployment and the ALM developer does not deploy the update release. 

Logical and Physical Security 

User Account Management 

Kaspersky uses the Active Directory infrastructure for centralized authentication and authorization to its systems and services, 
with the access typically controlled through the addition of individual user accounts to established security groups within 
Active Directory. Kaspersky systems use the account provisioning and revoking processes for granting and maintaining 
appropriate access levels. Reviews of individual accounts and security group memberships are performed on a quarterly basis 
to evaluate whether the access is still required. Access is modified based on the review results. Privileged access in the KLAVA, 
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TeamCity, AV Base Prep, Perforce, Code Collaborator, DTS, AD systems is restricted only to unique accounts that are assigned 
to individual specialists who need such access for their job responsibilities. Privileged access is approved by the Information 
Security. 

The following access terminations control procedures are implemented in Kaspersky: 

Perforce 

The ALM Analyst analyzes the report in Power BI, outlining the inactive accounts in Perforce based on AD and HR system data, 
on a weekly basis. If the Power BI script finds an account from Perforce through the inactive accounts (with the same account 
name as in Perforce) in the Active Directory, this account will be included in the result of the script execution. The ALM Analyst 
inspects the result of the script execution and deletes such account from Perforce manually. 

Code Collaborator 

The ALM Analyst analyzes the report in Power BI, outlining the inactive accounts based on AD and HR system data, on a weekly 
basis.  

If the ALM Analyst finds an active account of dismissed employee in Code Collaborator, this account will be bloсked by him 
manually. 

AD, KLAVA, AV Base Prep, DTS, uKLS 

Service Desk Specialist disables the account of a dismissed employee by moving this account from domain groups to the 
Disabled OU based on the incident for blocking the AD account, which is created automatically based on HR system data. If the 
Service Desk Specialist has no permission to move the account from the AD group to the Disabled OU, he/she sends an email 
to the domain group managers. 

Policies and standards (Requirements for server security settings and Privileged Access Management policies) have been 
established to enforce appropriate user account password expiration, length, complexity, and history specifications.  

Additional processes have been established to enforce authentication over an encrypted remote desktop connection when 
accessing the Kaspersky systems. The production servers are configured to require users to perform two-factor authentication 
using a smart card and a domain password to gain access to the Kaspersky servers using the Remote Desktop Connection 
application. The Remote Desktop Connection has encryption settings enforced. After logging in to the RD, the user must enter 
his Production Account user ID and password to access Kaspersky servers. The corporate password requirements are defined 
in the Requirements for server security settings and Privileged Access Management policies and configured in each service 
teams’ and support teams’ AD domain. These requirements include password complexity, length, history, and expiration. 

KLAVA 

The AMR Manager assesses an employee's access needs depending on his/her job duties in response to the initiated request in 
IT Service Desk. Based on the relevance the AMR Manager grants the following access to KLAVA: 

 "commit" and "read" for employees from AMR, Anti-Malware Technologies Development, Infrastructure Development 
and Research Center, Global Research and Analysis Team only after receiving approval from their line managers;  

 "commit" and "read" for employees from other business units only after receiving approval from their line managers; 

 for a change in the settings for employees from AMR, Anti-Malware Technologies Development, Infrastructure 
Development and Research Center. 

AV Base Prep 

A Service Desk Specialist checks that the task in the Service Desk from the employee on the access granting to AV Base Prep 
contains approval from the AMR Manager (AV Bases Infrastructure Group Manager), the type of the requested access and 
approval from the employee's line manager, and based on that he/she grants access to AV Base Prep.  

If the AMR Manager’s approval is not in Service Desk, the Specialist does not grant access to AV Base Prep. 

Perforce 

An Application Lifecycle Management (“ALM”) Analyst checks that the TFS task on access granting to the folder in Perforce 
includes the approval from the folder’s owner (the list of folder owners is documented in Confluence by ALM Support). Based 
on that, the ALM Analyst grants access to user to the folder in Perforce according to the required access in the TFS task (read 
or write).  

If the Folder Owner’s approval is not in TFS, the ALM Analyst does not grant access to the folder in Perforce. 
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Code Collaborator 

By default R&D Employees are given access for code review performed in Code Collaborator. Access to the code review 
process for other users may be granted after a well-founded request to ALM Support. 

Access rights are automatically checked by the system according to Perforce ACL. 

DTS 

The Update Releases Group Analyst (Urg.admins domain group) decides if the access is relevant depending on the employee's 
job duties in response to the initiation request to grant access in the TFS from the employee (or their line manager) and he 
grants the following access to DTS: 

 "read" for employees from the Update Releases group by default (no additional approval needed) and "write" after the 
probation period; 

 employees from other business units are only given access after approval from their line manager. 

uKLS 

The employee's line manager, the Information Security Specialist and the System Owner decide if the access is relevant 
depending on the employee's job duties in response to the initiation request to grant access in the TFS from the employee, 
they give approval to grant access to uKLS. The uKLS administrator grants access to uKLS based on these approvals attached in 
the Remedy request for the period and signature specified in the request. The IT Specialist grants access to the firewall on uKLS 
based on these approvals attached in the TFS request for the period specified in the request. 

TFS 

Access to TFS can be granted by the Project Manager directly or through an access request made by an employee and 
approved by the Project Manager. 

If the request for access is initiated by an employee, the ALM Analyst checks that the TFS access request contains approval 
from the relevant Project Manager. In the absence of the TFS task approved by the relevant Project Manager, the ALM Analyst 
does not grant access to projects in the TFS. 

Network security 

Each application and supporting service has the Kaspersky antimalware product installed. The antimalware product is 
configured and managed by the IT team. 

Network and system scanning are performed to check patch compliance and exposure to known technical vulnerabilities. On a 
weekly basis, Vulnerability team runs scans the selected corporate workstations or servers for vulnerabilities. Information 
Security team has established recurring processes to review scan results and remediate any non-compliance or vulnerabilities 
identified. The Information Security team discusses the scanning results with the responsible R&D or IT team, and approves a 
mitigation plan developed by these teams. Patches are applied to production servers within 90 days of their release.  

Kaspersky has adopted standards for baseline security settings to ensure the surface of vulnerability of internal systems is 
mitigated as much as possible. 

In addition, guest networks within the corporate offices are fully segregated from the internal network to prevent 
unauthorized access to internal systems. 

Data Security and Integrity 

Kaspersky AV bases development and implementation system data is maintained in SQL server databases hosted within the AD 
domain. Business Services Infrastructure Development team is responsible for managing security of the database server. 

Physical Security 

Access to the Kaspersky's server rooms is granted in accordance with the requirements of the Policy on access to restricted 
premises. When an access request to the server rooms from an employee is received in the Internal Intranet Portal, the 
Technical Security Specialist checks the approvals from the employee's line manager and the server room. If both approvals are 
in place, the Technical Security Specialist grants access for the period specified in the access request. If at least one of the 
approvals is missing, the Technical Security Specialist does not grant access to the server room. 
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Availability 

Kaspersky Information security team is responsible for all the security issues within the Kaspersky environment. Functional 
teams also have personnel responsible for system operation, monitoring and service availability. Additional on-call staff, who 
respond to potential security and availability incidents, are assigned to high-severity incidents, and a manager in charge will 
work with the functional teams to ensure the appropriate contingency plan is successfully implemented. 

Complimentary User Entity Control Considerations 

Kaspersky AV bases development and implementation process and the controls over that process were designed with the 
assumption that certain controls are in operation within the user entity. This section described those controls that should be in 
operation at user entity to complete the controls of Kaspersky. 

The following lists controls that Kaspersky assumes its user entities have implemented: 

 

Complimentary User Entity Control Related Criteria 

User entities are responsible for download of Kaspersky’ AV bases updates applicable for used 
products from licensed source.  

CC8.1 

User entities are responsible for timely download of AV bases updates applicable for used 
products using automatic or manual download. 

CC8.1 

User entities are responsible for understanding and adhering to the contents of their service 
contracts, including commitments related to system security. 

CC2.3 

Risk assessment of Kaspersky control environment in situation associated with COVID-19 pandemic 

We conducted interviews with the management of Kaspersky and the owners of control procedures about changes that were 
associated with COVID-19 pandemic. As a result of these interviews, we assessed that the COVID-19 pandemic had not led to 
any changes to the Kaspersky environment and had not impacted the controls procedures. The COVID-19 pandemic has not 
affected the scope of the engagement, the IT systems in scope, as it was assessed during the examination period.  
 

Risk assessment of Kaspersky control environment in the current geopolitical situation  

Kaspersky’s business operations remain stable. The company guarantees the fulfillment of its obligations to both partners and 
customers – including product delivery and support as well as financial transaction continuity. Kaspersky’s internal tests and 
examinations also confirm that the company’s global server infrastructure provides uninterrupted operation of Kaspersky’s 
core product portfolio.



 

25 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Section IV: Information Provided 
by Independent Service Auditor 
Except for Control Objectives and 
Control Activities  



 

26 

 

Section IV: Information Provided by Independent Service Auditor Except for 
Control Objectives and Control Activities 
 

Objective of Our Examination 

This report on the description of the system and the suitability of design of controls is intended to provide users of the report, 
as described in the Independent Service Auditors' Report (Section I), with information sufficient to obtain an understanding of 
those aspects of the Services provided by Kaspersky and the suitability of the design of controls to meet the criteria for the 
Security Trust Principle ("applicable trust services criteria") set forth in TSP section 100, Trust Services Principles, Criteria, and 
Illustrations for Security, Availability, Processing Integrity, and Confidentiality. 

Our examination was limited to selected services identified and provided to users and accordingly did not extend to 
procedures in effect at user entities or other services provided by Kaspersky. The examination was conducted in accordance 
with AT section 101, Attest Engagements (AICPA, Professional Standards), Trust Services Principles, Criteria, and Illustrations for 
Security, Availability, Processing Integrity, and Confidentiality. It is each user entity's responsibility to evaluate this information 
in relation to internal controls in place at their user entity to obtain an understanding of controls and assess control risks. 
Kaspersky's portions of the controls must be evaluated together with the user entity's portion of controls. If effective user 
entity controls are not in place, Kaspersky's controls may not compensate for such weaknesses. 

Control Environment Elements 

The control environment sets the tone of an organization, influencing the control consciousness of its people. It is the 
foundation for other components of internal control, providing discipline and structure. In addition to the tests of design and 
implementation of controls identified by Kaspersky, our procedures included tests of the following relevant elements of the 
Kaspersky control environment: 

1. Organization and Management 

2. Communication 

3. Risk Management 

4. Monitoring of Controls 

Such tests included inquiry of the appropriate management, supervisory, and staff personnel; observation of Kaspersky 
activities and operations, and inspection of Kaspersky documents and records. The results of these tests were considered in 
planning the nature, timing, and extent of our testing of the control activities described in this section. 

Applicable Trust Services Criteria, Controls, Tests of Design, and Results of Tests 

Our tests were designed to examine Kaspersky description of the system as well as the suitability of the design of controls as of 
18 April, 2022. 

In selecting particular tests of the design of controls, we considered the (a) nature of the items being tested, (b) the types of 
available evidential matter, (c) the nature of the trust services principles and criteria to be achieved, and (d) the expected 
efficiency and effectiveness of the test. 

Testing the accuracy and completeness of information provided by Kaspersky is also a component of the testing procedures 
performed. Information we are utilizing as evidence may include, but is not limited to: 

 Standard "out of the box" reports as configured within the system; 

 Parameter-driven reports generated by Kaspersky systems; 

 Custom-developed reports that are not standard to the application such as scripts, report writers, and queries; 

 Spreadsheets that include relevant information utilized for the performance or testing of a control; 

 Kaspersky-prepared analyses, schedules, or other evidence manually prepared and utilized by the company. 
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While these procedures are not specifically called out in the test procedures listed in this section, they are completed as a 
component of our testing to support the evaluation of whether or not the information is sufficiently precise and detailed for 
purposes of fully testing the controls identified by Kaspersky. 

Description of Testing Procedures Performed 

Our examination included inquiry of management, supervisory, and staff personnel; inspection of documents and records; and 
observation of activities and operations. Our tests of controls were performed as of 18 April 2022, and were applied to those 
controls relating to the trust services principles and criteria. 

Tests performed of the design of controls are described below: 

Test Description 

Inquiry Conducted detailed interviews with relevant personnel to obtain evidence that the control 
was implemented as of 18 April 2022 and is accompanied by other procedures noted below 
that are necessary to corroborate the information derived from the inquiry. 

Observation Observed the performance of the control one time as of 18 April 2022 to evidence 
application of the specific control activity. 

Examination of 
documentation/Inspection 

If the performance of the control is documented, inspected documents and reports 
indicating performance of the control. 

Reporting on Results of Testing 

The concept of materiality is not applied when reporting the results of tests of controls for which deviations have been 
identified because AO Deloitte (Deloitte) does not have the ability to determine whether a deviation will be relevant to a 
particular user entity. Consequently, Deloitte reports ail deviations. 

Criteria of the Security Principle 

 

# Criteria Control # 

CC1.0 Common Criteria Related to Control Environment  

CC1.1 COSO Principle 1: The entity demonstrates a commitment to integrity and ethical 
values. 

C_ELC_03 

C_ELC_04 

CC1.2 COSO Principle 2: The board of directors demonstrates independence from 
management and exercises oversight of the development and performance of 
internal control. 

C_ELC_01 

C_ELC_02 

 
CC1.3 COSO Principle 3: Management establishes, with board oversight, structures, 

reporting lines, and appropriate authorities and responsibilities in the pursuit of 
objectives. 

CC1.4 COSO Principle 4: The entity demonstrates a commitment to attract, develop, 
and retain competent individuals in alignment with objectives. 

C_ELC_02 

C_ELC_04 

 

CC1.5 COSO Principle 5: The entity holds individuals accountable for their internal 
control responsibilities in the pursuit of objectives. 

C_ELC_02 
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# Criteria Control # 

CC2.0 Common Criteria Related to Communication and Information  

CC2.1 COSO Principle 13: The entity obtains or generates and uses relevant, quality 
information to support the functioning of internal control. 

C_ELC_02 

C_ELC_14 

 

CC2.2 COSO Principle 14: The entity internally communicates information, including 
objectives and responsibilities for internal control, necessary to support the 
functioning of internal control. 

C_ELC_07 

C_ELC_08 

C_ELC_9 

CC2.3 COSO Principle 15: The entity communicates with external parties regarding 
matters affecting the functioning of internal control. C_ELC_10 

CC3.0 Common Criteria Related to Risk Assessment  

CC3.1 COSO Principle 6: The entity specifies objectives with sufficient clarity to enable 
the identification and assessment of risks relating to objectives. C_ELC_15 

CC3.2 COSO Principle 7: The entity identifies risks to the achievement of its objectives 
across the entity and analyzes risks as a basis for determining how the risks 
should be managed. 

C_ELC_11, C_ELC_12 

C_ELC_13, C_ELC_15 

CC3.3 COSO Principle 8: The entity considers the potential for fraud in assessing risks to 
the achievement of objectives. 

C_ELC_11, C_ELC_12 

C_ELC_13 

 

CC3.4 COSO Principle 9: The entity identifies and assesses changes that could 
significantly impact the system of internal control. 

C_ELC_15 

CC4.0 Common Criteria Related to Monitoring of Controls  

CC4.1 COSO Principle 16: The entity selects, develops, and performs ongoing and/or 
separate evaluations to ascertain whether the components of internal control 
are present and functioning. 

C_ELC_12 

C_ELC_13 
CC4.2 COSO Principle 17: The entity evaluates and communicates internal control 

deficiencies in a timely manner to those parties responsible for taking corrective 
action, including senior management and the board of directors, as appropriate. 

CC5.0 Common Criteria Related to Сontrol Activities  

CC5.1 COSO Principle 10: The entity selects and develops control activities that 
contribute to the mitigation of risks to the achievement of objectives to 
acceptable levels. 

C_ELC_02, C_ELC_15 

C_PR_01, C_PR_02 

C_PR_03, C_PR_05, 
C_PR_06, C_PR_09 

C_PR_11, C_PR_12 

C_PR_13, C_PR_14 

CC5.2 COSO Principle 11: The entity also selects and develops general control activities 
over technology to support the achievement of objectives. 

CC5.3 COSO Principle 12: The entity deploys control activities through policies that 
establish what is expected and in procedures that put policies into action. 

C_ELC_03 

C_ELC_07 
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# Criteria Control # 

CC6.0 Common Criteria Related to Logical and Physical Access Controls  

CC6.1 The entity implements logical access security software, infrastructure, and 
architectures over protected information assets to protect them from security 
events to meet the entity's objectives. 

C_GCC_01, C_GCC_02, 

C_GCC_05, C_GCC_09, 
C_GCC_10, C_GCC_14, 

C_GCC_15, C_GCC_16, 

C_GCC_17, C_GCC_20, 

C_GCC_21, C_GCC_22, 

C_GCC_23, C_GCC_24, 

C_GCC_25, C_GCC_29, 

C_GCC_30, C_GCC_31, 

C_GCC_32, C_GCC_33 

C_GCC_37, C_GCC_39, 

C_GCC_47, C_GCC_52, 

C_GCC_53, C_GCC_58 

C_GCC_59, C_GCC_60, 

C_GCC_61 

 

CC6.2 Prior to issuing system credentials and granting system access, the entity 
registers and authorizes new internal and external users whose access is 
administered by the entity. For those users whose access is administered by the 
entity, user system credentials are removed when user access is no longer 
authorized. 

CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, 
and other protected information assets based on roles, responsibilities, or the 
system design and changes, giving consideration to the concepts of least 
privilege and segregation of duties, to meet the entity’s objectives. 

C_GCC_02, C_GCC_05 

C_GCC_10, C_GCC_16 

C_GCC_17, C_GCC_22 

C_GCC_23, C_GCC_25, 
C_GCC_30, C_GCC_31 

C_GCC_32, C_GCC_33 

C_GCC_37, C_GCC_39 

C_GCC_52 

CC6.4 The entity restricts physical access to facilities and protected information assets 
(for example, data center facilities, back-up media storage, and other sensitive 
locations) to authorized personnel to meet the entity’s objectives. 

C_GCC_57 
CC6.5 The entity discontinues logical and physical protections over physical assets only 

after the ability to read or recover data and software from those assets has been 
diminished and is no longer required to meet the entity’s objectives. 

CC6.6 The entity implements logical access security measures to protect against threats 
from sources outside its system boundaries.  

C_GCC_17, C_GCC_23 

C_GCC_31, C_GCC_32 

C_GCC_37, C_GCC_39 

C_GCC_52 

CC6.7 The entity restricts the transmission, movement, and removal of information to 
authorized internal and external users and processes, and protects it during 
transmission, movement, or removal to meet the entity’s objectives.  

C_GCC_02, C_GCC_05 

C_GCC_10, C_GCC_16 

C_GCC_17, C_GCC_22 

C_GCC_23, C_GCC_25 

C_GCC_30, C_GCC_31 

C_GCC_32, C_GCC_33 

C_GCC_37, C_GCC_39 

C_GCC_52 
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# Criteria Control # 

CC6.8 The entity implements controls to prevent or detect and act upon the 
introduction of unauthorized or malicious software to meet the entity’s 
objectives. 

C_GCC_02, C_GCC_05 

C_GCC_10, C_GCC_16 

C_GCC_22, C_GCC_25 

C_GCC_30, C_GCC_33, 
C_GCC_17, C_GCC_23 

C_GCC_31 ,C_GCC_32 

C_GCC_37, C_GCC_39 

C_GCC_52, C_GCC_58 

C_GCC_59, C_GCC_60, 

C_GCC_61 

CC7.0 Common Criteria Related to System Operations  

CC7.1 To meet its objectives, the entity uses detection and monitoring procedures to 
identify (1) changes to configurations that result in the introduction of new 
vulnerabilities, and (2) susceptibilities to newly discovered vulnerabilities. 

C_ELC_11 

C_ELC_12 

 

CC7.2 The entity monitors system components and the operation of those components 
for anomalies that are indicative of malicious acts, natural disasters, and errors 
affecting the entity's ability to meet its objectives; anomalies are analyzed to 
determine whether they represent security events. 

C_GCC_01, C_GCC_02, 

C_GCC_03, C_GCC_04, 

C_GCC_05, C_GCC_06, 

C_GCC_07, C_GCC_08, 

C_GCC_09, C_GCC_10, 

C_GCC_14, C_GCC_15, 

C_GCC_16, C_GCC_17, 
C_GCC_18, C_GCC_19, 

C_GCC_20, C_GCC_21, 

C_GCC_22, C_GCC_23, 

C_GCC_24, C_GCC_25, 

C_GCC_26, C_GCC_27, 

C_GCC_28, C_GCC_29, 

C_GCC_30, C_GCC_31, 

C_GCC_32, C_GCC_33, 

C_GCC_34, C_GCC_37, 

C_GCC_39, C_GCC_40, 

C_GCC_42, C_GCC_43, 

C_GCC_47, C_GCC_49, 

C_GCC_50, C_GCC_51, 

C_GCC_52, C_GCC_53, 

C_GCC_55, C_GCC_56, 

C_GCC_61 

 

CC7.3 The entity evaluates security events to determine whether they could or have 
resulted in a failure of the entity to meet its objectives (security incidents) and, if 
so, takes actions to prevent or address such failures. 

C_GCC_02, C_GCC_03, 

C_GCC_04, C_GCC_05, 

C_GCC_06, C_GCC_07, 

C_GCC_08, C_GCC_10, 



 

31 

 

# Criteria Control # 

CC7.4 The entity responds to identified security incidents by executing a defined 
incident response program to understand, contain, remediate, and communicate 
security incidents, as appropriate.   

C_GCC_16, C_GCC_17, 

C_GCC_18, C_GCC_19, 

C_GCC_22, C_GCC_23, 

C_GCC_25, C_GCC_26, 

C_GCC_27, C_GCC_28, 

C_GCC_30, C_GCC_31, 

C_GCC_32, C_GCC_33, 

C_GCC_34, C_GCC_37, 

C_GCC_39, C_GCC_40, 

C_GCC_42, C_GCC_43, 

C_GCC_49, C_GCC_50, 

C_GCC_51, C_GCC_52, 

C_GCC_55, C_GCC_56, 

C_ELC_12, C_ELC_13 

CC7.5 The entity identifies, develops, and implements activities to recover from 
identified security incidents. 

CC8.0 Common Criteria Related to Change Management  

CC8.1 The entity authorizes, designs, develops or acquires, configures, documents, 
tests, approves, and implements changes to infrastructure, data, software, and 
procedures to meet its objectives.   

C_GCC_03, C_GCC_04, 

C_GCC_06, C_GCC_07, 

C_GCC_08, C_GCC_17, 

C_GCC_18, C_GCC_19, 

C_GCC_23, C_GCC_26, 

C_GCC_27, C_GCC_28, 

C_GCC_31, C_GCC_32, 

C_GCC_34, C_GCC_37, 

C_GCC_39, C_GCC_40, 

C_GCC_42, C_GCC_43, 

C_GCC_49, C_GCC_50, 

C_GCC_51, C_GCC_52, 

C_GCC_55, C_GCC_56 

 

CC9.0 Common Criteria Related to Risk Mitigation  

CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks 
arising from potential business disruptions. 

C_ELC_02 

C_ELC_07 

C_ELC_11 

CC9.2 The entity assesses and manages risks associated with vendors and business 
partners. 

C_ELC_02 

C_ELC_07 

C_ELC_10 

C_ELC_11 
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Procedures performed by Independent Service Auditor 

 

Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_01 The entity describes its organizational structure, 
reporting lines and authorities, and publishes this 
information on its internal portal. At least once year 
the entity would revise its organizational structure as 
part of HR Governance process. All changes in the 
organizational structure are made by the HR 
Department. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the organizational structure to ascertain that 
the organizational structure is constantly reviewed as 
necessary (more than once a year). We also ensured that the 
company's internal portal contains the current organizational 
structure of the company and it is possible to unload the 
organizational structure on any historical date to trace all the 
changes on the portal. 

No exceptions noted 

C_ELC_02 The roles and responsibilities of all employees, 
including key managers, are defined in writing in job 
descriptions. They are communicated to employees. 
The entity revises roles, responsibilities on an 
irregular basis due to business process changes, 
reorganization, resource optimization and other 
organizational changes. An employee's line manager 
approves any changes to the employee's 
responsibilities. 
 
Newly hired employees read and sign an 
acknowledgment list of internal policies, procedures, 
and job descriptions. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected employee to ascertain that he 
familiarized with and signed the Job description, the Journal 
to confirm his awareness regarding internal policies and 
procedures during the hiring process. 

No exceptions noted 



 

33 

 

Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_03 Kaspersky's management establishes integrity and a 
people-oriented corporate culture by: 
• communicating its corporate core values "Formula 
6 Core Values" to new employees during the 
onboarding presentation;  
• assessing employees on their behavioral 
characteristics; 
• placing its corporate core values on the intranet; 
• conducting training sessions for employees. 
HR monitors attendance at onboarding presentations 
and completion status of training courses, and keeps 
attendance sheets and trainings results. HR keeps 
track of employees who have not completed training 
courses and reminds them that they are outstanding. 
The responsible employee must complete 
onboarding within the first three months. 
Corporate values are installed in the company's 
employees through special events:  
• competition for the best employee and team of the 
year;  
• knowledge workshop;  
•  webinar with the company's top management to 
discuss open issues, and transfer experience and 
knowledge; 
• organization of sports events; 
• organization of charity events. 
Information about special events are presented on 
the intranet. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected employee to ascertain that he 
completed onboarding within 3 months.  
We inspected "Formula 6 Core Values" to ascertain that the 
company communicates the corporate core values to new 
employees during the onboarding presentation. 
We also ensured that the company places the corporate core 
values on the intranet. 
We inspected one selected employee to ascertain that the 
company conducts trainings for the employees. 
We inspected one selected employee to ascertain that the 
company evaluates employees based on behavioral 
characteristics. 
We inspected the company's internal portal and calendar of 
corporate events to ascertain that the corporate values are 
instilled in the company's employees through special events. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_04 All new hires must undergo a background check 
during the probation period in Kaspersky. The 
background check is performed only upon receiving 
the agreement for personal data processing from the 
candidate. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the results of the background check of one 
selected new employee to ascertain that background check 
was completed and provided after signing the agreement for 
personal data processing by employee. 

No exceptions noted 

C_ELC_07 The entity has documented its Information Security 
Policy and communicates it to personnel via the 
internal portal. Newly hired employees should read 
and accept the Information Security Policy by signing 
a hard copy of the register journal stored in the HR 
office. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected internal portal to ascertain that the Information 
Security Policy is available there. 
We also ensured that the Information Security Policy is 
available on Russian and English languages. 
For one selected new employee we inspected to ascertain 
that the hard copy of the register journal was signed by him 
confirming he read and accepted the Policy. 

No exceptions noted 

C_ELC_08 The entity communicates changes in security 
requirements, policies and procedures to employees 
as follows: 
• newsletters via email; 
• publishing on the internal portal; 
• meetings with service managers and system 
administrators if the changes affect certain 
information systems; 
• publishing the requirements in the TFS system; 
• through anti-corruption training; 
• through Information Security training.  
Completion of information security trainings is 
monitored on an annual basis based on a report from 
the training system. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the list of tranings to ascertain that the anti-
corruption training and the Information Security training were 
included in training plan for all employees. 
We inspected to ascertain that all training materials are 
available for all employees on internal portal. 
We inspected the internal portal to ascertain that the portal 
contains all updates and current versions of security 
requirements, policies and procedures. We also ensured that 
information about the need to report information about 
vulnerabilities to the information security department is 
communicated to employees through the onboarding training 
for new employees and in the awareness training for already 
hired employees. All incidents and even suspicions on them 
must be reported to the information security. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_09 The entity outlines the process of responding to 
security incidents in its Incident Response Policy. The 
Information Security Division is responsible for 
developing and updating the Policy. The Information 
Security Division notifies employees about security 
breaches and other cases of suspicious activity that 
must be communicated to the Information Security 
Division or the IT Service Desk. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected Incident Response Policy to ascertain that: 
• the Policy regulates the process of responding to security 
incidents; 
• the Policy has appropriate approval list signed by 
management of the company. 
We also ensured that obligation to inform Information 
Security Division or the IT Service Desk about security 
breaches and other cases of suspicious activity is 
communicated to all employees during the onboarding 
training. 

No exceptions noted 

C_ELC_10 1) The entity has defined and documented the terms 
and conditions of database and application module 
updates and Technical Support terms located at 
https://support.kaspersky.com/ 
2) Kaspersky communicates the terms and conditions 
of the AV bases release process, technical support 
terms and statistics gathering in the End User License 
Agreement (EULA) located at 
www.kaspersky.com/end-user-license-agreement. 
The EULA is communicated to the Customers during 
the installation of the product. 

We inquired process owner to ascertain the procedure’s 
design. 

For one selected Kaspersky product we inspected EULA and 
Manual to ascertain that the Company has defined, 
documented and communicated to customers terms and 
conditions of the AV bases release process, technical support 
terms and statistics gathering in the End User License 
Agreement (EULA) as well as Technical Support terms located 
at dedicated website.  
We also ensured that the EULA is communicated to the 
Customers during the installation of the product. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_14 The entity prepares, documents and timely updates 
the procedures and guides: 

1) High Level Architecture (HLA). Describes the 
system's design, operations and interfaces. 

2) Service Desk guide - prepared for proprietary 
services. This document provides guidelines on how 
to manage the service request. 

3) Monitoring guide - prepared for proprietary 
services. This document provides guidelines on how 
to implement and react to the checks that are 
required to monitor the system.  

4) Administrator's guide - prepared for proprietary 
services. This document provides guidelines on 
administering the systems. 

The entity communicates the Service Desk guides, 
Monitoring guides and Administrator's guides to the 
authorized internal users (the Information 
Technology specialists (IT) and the Research and 
Development specialists (R&D) by posting those 
documents on the internal portal. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected HLAs, Service Desk guides, Monitoring guides, 
Administrator's guides and screenshots from the Company's 
internal portal for services involved in AV bases release 
process. 
We inspected documents to ascertain that Company 
prepares, documents, timely updates and communicates to 
the authorized internal users (the Information Technology 
specialists (IT) and the Research and Development specialists 
(R&D) those procedures and guides. 

No exceptions noted 

C_ELC_11 The Product Security team analyzes the 
implementation status of mitigation actions for the 
identified vulnerabilities of the information systems, 
supporting services on a weekly basis in the TFS 
system. For vulnerabilities with "resolved" status, the 
Product Security team checks that mitigation actions 
have been implemented appropriately. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected Vulnerability Management Procedure to 
ascertain that it regulates the process of vulnerability 
management in the Company. 
We inspected one selected identified vulnerability to ascertain 
that malicious events were monitored, mitigation actions 
implemented and results approved by the Product Security 
team for this vulnerability. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_ELC_15 The Information Security Expert, Senior Project 
Manager and Senior Auditor maintain and update 
the control matrix related to the AV bases release 
process in accordance with the relevant risks, 
threats, internal and external requirements. 

We inquired process owner to ascertain the procedure’s 
design. 

We ensured that control matrix is stored on internal portal. 
We inspected actual version of control matrix to ascertain 
that it was last updated in 2022 to incorporate changes in 
control owners.   

No exceptions noted 

C_ELC_12 The Vulnerability team runs scans the servers or 
selected corporate workstations for vulnerabilities 
with the Nessus solution on a monthly bases. Based 
on the scanning results, responsible employee sends 
a report it via email to the Information Security team. 
The Information Security team discusses the results 
of the scans with the responsible R&D or IT team, 
and approves a mitigation plan developed by the 
team. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected Nessus vulnerability scanning 
reports and one sample of e-mail sent to the employee on 
whose machine vulnerabilities have been discovered to 
ascertain that the result of vulnerability scanning was sent by 
the Information Security Manager to the System 
Administrator, mitigation measures are monitored. 

No exceptions noted 

C_ELC_13 The Penetration Test team conducts penetration 
tests for: 
• new IT-services released by the entity, at irregular 
intervals; 
• a list of the services agreed with the IT team on an 
annual basis and documented in the annual plan. 
The Penetration Test team prepares a penetration 
test report and shares it with the Information 
Security team, which then discusses the results with 
the R&D or IT team responsible, and approves 
mitigation plans developed by these teams. Follow-
up is performed according to the mitigation plans by 
the responsible parties documented in the plan. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected penetration test to ascertain that 
it was performed according to annual plan and properly 
documented. We inspected one selected request for 
penetration testing to ascertain that pernetration testing was 
performed according to the request and mitigating actions 
were approved by Penetration Test team. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_PR_01 The blocking review is implemented for the 
verification of the source code from KLAVA. 
For each complex AV record (created manually by an 
employee), KLAVA automatically performs the 
following procedures: 
• Creates a source code review task; 
• Assigns the "Author" role to the AV Analyst;  
• Adds the employees to the list of reviewers who 
are authorized for make changes to this source code 
directory.  
After passing the review in the Code Collaborator, 
the AV Analyst commits the AV record in KLAVA.  
KLAVA checks if the corresponding review of pending 
change is passed before committing it.  
For all complex changes (created manually by an 
employee) commit is made strictly after completing 
the Review in the Code Collaborator. For non-
complex changes (submitted by robots) commit in 
KLAVA is performed in the non-blocking mode.  
For AV records with an "emergency" tag, the AV 
Analyst creates the appropriate issue in TFS and 
sends the changes for confirmation with the 
Approve-Committee (Group of responsible 
employees from the Department of "Threat 
research"). 
The changes are blocked till one of the Approve-
Committee members approves the changes. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Process of review of critical changes in AV 
bases Policy to ascertain that roles, their responsibilities and 
sequence of actions in the process of review of critical 
changes in AV-bases are described there. 

We inspected to ascertain that KLAVA is configured to create 
a review task for all complex AV records (records created 
manually by employees). 

We inspected one selected AV record to ascertain that in case 
AV record is complex (created manually by employee), KLAVA 
creates a task for the AV record review in the Code 
Collaborator with the copy of source code in Code 
Collaborator to the reviewer, which is predefined by the Code 
Collaborator review template, and after passing the review in 
Code Collaborator an AV Analyst commits the AV record in 
KLAVA. 

We inspected to ascertain that it is impossible to submit the 
changes to the source code before review was completed. 

We inspected to ascertain that there were no "emergency" 
records committed in 2021-2022. 

We inspected the KLAVA algorithm from the production 
environment which runs the check of the AV record type and 
creation of a post review task in Code Collaborator. We 
inspected to ascertain that the process is embedded in the 
KLAVA source code and is performed automatically. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_PR_02 The blocking review is implemented for the 
verification of the source code from Perforce. 
For each complex AV record (created manually by 
employee), Perforce automatically performs the 
following procedures: 
• Creates a source code review task; 
• Assigns the "Author" role to the AV Analyst;  
• Adds the employees to the list of reviewers who 
are authorized for make changes to this source code 
directory.  
After passing the review in the Code Collaborator, 
the AV Analyst commits the AV record in Perforce.  
Perforce checks if the corresponding review of 
pending change is passed before committing it.  
For all complex changes (created manually by 
employee) commit is made strictly after completing 
the Review in the Code Collaborator. 
For AV records with an "emergency" tag, the AV 
Analyst creates the appropriate issue in TFS and 
sends the changes for confirmation with the 
Approve-Committee (Group of responsible 
employees from the Department of "Threat 
research"). 
The changes are blocked till one of the Approve-
Committee members approves the changes. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Process of review of critical changes in AV 
bases Policy to ascertain that roles, their responsibilities and 
sequence of actions in the process of review of critical 
changes in AV-bases are described there. 

We inspected to ascertain that Perforce is configured to 
create a review task for all complex AV records (manually 
created records submitted in a designated directory). 

We inspected one selected AV record to ascertain that in case 
AV record is complex (manually created, submitted in a 
designated directory), Perforce creates a task for the AV 
record review in the Code Collaborator with the copy of 
source code in Code Collaborator to the reviewer, which is 
predefined by the Code Collaborator review template, and 
after passing the review in Code Collaborator an AV Analyst 
commits the AV record in Perforce. 

We inspected to ascertain that it is impossible to submit the 
changes to the source code before review was completed. 

We inspected to ascertain that there were no "emergency" 
records committed in 2021-2022. 

We inspected the Perfroce algorithm from the production 
environment which runs the check of the AV record type and 
creation of a post review task in Code Collaborator. We 
inspected to ascertain that the process is embedded in the 
Perfroce source code and is performed automatically. 

No exceptions noted 
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Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_PR_03 The system allows to edit review participants only 
during the Planning phase. Every task completed by 
the "Author" should be checked by the "Reviewer" 
and the "Observer". The "Moderator" role allows to 
bypass the inspection by other participants, but even 
when the Author’s changes his role to Moderator 
during the planning phase and sends the review to 
complete, its status will remain as Inspection 
awaiting action from a new Author. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one manually created review task in Code 
Collaborator to ascertain that “Author” can change his role to 
“Moderator”, but cannot pass it to the review phase. We 
inspected to ascertain that review can be initiated only by an 
employee in the “Author” role. 

No exceptions noted 

C_PR_05 A reviewer analyzes the source code from Perforce 
for errors and suspicious records in Code 
Collaborator within three days. If no such cases are 
found, the reviewer approves the source code so it 
becomes available for the Author to complete the 
review task. Otherwise, the reviewer does not 
approve the source code review task and leaves 
comments. If the Author agrees with the comments 
made by the Reviewer, he makes the necessary 
corrections to the source code, uploads it and waits 
for the Reviewer to approve it. Review is completed 
only after all reviewers approve the source code. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Process of review of critical changes in AV 
bases Policy to ascertain that roles, their responsibilities and 
sequence of actions in the process of review of critical 
changes in AV-bases are described there. 

We inspected one selected complex AV record and respective 
review task to ascertain that: 

• Review task was created after complex AV record was 
committed in Perforce, 

• Record was reviewed in Code Collaborator by a designated 
reviewer; 

• Review task was closed after reviewer’s approval; 

• AV record was committed to Perforce after the completion 
of review task. 

No exceptions noted 
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C_PR_06 A reviewer analyzes the source code from KLAVA for 
errors and suspicious records in Code Collaborator 
within three days. If no such cases are found, the 
reviewer approves the source code so it becomes 
available for the Author to complete the review task. 
Otherwise, the reviewer does not approve the source 
code review task and leaves comments. If the Author 
agrees with the comments made by the Reviewer, he 
makes the necessary corrections to the source code, 
uploads it and waits for the Reviewer to approve it. 
Review is completed only after all reviewers approve 
the source code. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Process of review of critical changes in AV 
bases Policy to ascertain that roles, their responsibilities and 
sequence of actions in the process of review of critical 
changes in AV-bases are described there. 

We inspected one selected complex AV record and respective 
review task to ascertain that: 

• Review task was created after complex AV record was 
committed in KLAVA, 

• Record was reviewed in Code Collaborator by a designated 
reviewer; 

• Review task was closed after reviewer’s approval; 

• AV record was committed to KLAVA after the completion of 
review task. 

No exceptions noted 

C_PR_09 DTS automatically starts the process of assembling 
antivirus bases (“AV Bases”) in accordance with the 
predefined system scripts, and calls AV Base Prep 
Builder module. AV Base Prep Builder module 
performs verifying recompilation (recompilation of 
AV records received from KLAVA and committed to 
the KLAVA records).  
1) If the recompilation is successful, AV Base Prep 
Builder module generates a distributive and a 
meta_info index file from AV records in KLAVA.  
2) If the recompilation is unsuccessful, AV Base Prep 
Builder module sends an error notification email to 
the employees responsible for error correction (Anti-
Malware Research team members). 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected distributive generated in AV Base 
Prep to ascertain that: 

• In case of unsuccessful recompilation, AV Base Prep sends 
an email notification to the Anti-Malware Research team 
members; 

• In case of successful recompilation, AV Base Prep generates 
a distributive and meta_info index file. 

We inspected to ascertain that the respective AV Base Prep 
algorithm and ensured that the process of verifying 
recompilation (recompilation of AV-records received from 
KLAVA and committed to the KLAVA records) is automated. 

No exceptions noted 
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C_PR_11 DTS takes the generated distributive from AV records 
in AV Base Prep and puts it to the Work Folder. The 
DTS Builder module calls the DTS IMAS module. Upon 
receipt of the request from the DTS Builder module, 
the DTS IMAS module automatically generates an 
index file for each product: 

1. If an index file is successfully generated, the DTS 
Builder module sends it to KLS Universal (uKLS). 
Verifier module in uKLS PIS performs a full hash 
verification. It performs a check for completeness 
and accuracy by matching the hash in meta_info file 
with the hash in each file of the distributive: 

The verification algorithm is written in C++ source 
code. 

2. If the index file generation is unsuccessful, the DTS 
Builder module sends an error notification email to 
the employees responsible for error correction 
(Update Releases Group members). 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Procedure of updates structure change 
Policy to ascertain that roles, their responsibilities and 
sequence of actions in the process of index file generation are 
described there. 

We inspected one selected distributive generated in AV Base 
Prep to ascertain that: 

• DTS IMAS module successfully created the index file; 

• Index file was sent to uKLS for hash verification; 

• Full hash verification in uKLS completed successfully. 

No exceptions noted 
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C_PR_12 When the DTS Builder module receives a GOST-
signature from uKLS, the DTS Builder module 
automatically copies product files to the Master Copy 
file and calls the DTS Test module to perform the 
tests. The DTS Test module automatically selects the 
test scenario predefined in the DTS Test module 
based on product type: 

1. If the tests are successful, the DTS Builder module 
calls DRS and DRS takes release updates from the 
Master Copy.  

2. If the tests are unsuccessful, the DTS Test module 
sends an error notification to the employees 
responsible for error correction (Updates Release 
Group, AMR) and DRS does not take the release 
updates from the Master Copy. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the Testing of updatable modules Policy to 
ascertain that roles, their responsibilities and sequence of 
actions in the process of release updates testing. 

We inspected one selected distributive generated in AV Base 
Prep to ascertain that: 

• GOST-signature was received from uKLS for the selected 
distributive; 

• DTS Test module successfully completed the tests of 
selected distributive, no errors occurred; 

• Release updates were copied to Master Copy and DTS 
called DRS. 

We inspected to ascertain that in case of unsuccessful testing 
DTS sends an error notification to Updates Release Group 
team and process stops until tests are passed successfully. 

No exceptions noted 

C_PR_13 Access to GOST signatures for AV Bases index file is 
restricted by two-factors check: 
1. The access to uKLS firewall is restricted to the 
certain employee's workstation; 
2. The uKLS Service Provider module verifies if there 
is access for the employee's account. 
If the employee fails at least one of the checks, uKLS 
does not send a signature. 

We inquired process owner to ascertain the procedure’s 
design.  
 
We inspected one selected employee and his permissions in 
uKLS to ascertain that he does not have a permission for GOST 
signatures, but to other signature types. 

We ensured that after an attempt to sign the index file by his 
account with GOST signature the uKLS Service Provider denied 
access for user. 

We also ensured that access for user to sign the index file 
from another workstation was denied. 

We ensured that access to GOST signature for AV Bases index 
file is appropriately restricted and that uKLS does not send a 
signature if the employee fails at least one of the checks. 

No exceptions noted 
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C_PR_14 Privileged access to the Work File Server and Master 
Copy File folders is authorized and appropriately 
restricted only to unique accounts that are assigned 
to individual specialists who need such access for 
their job responsibilities and the system accounts 
(robots). 

 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected DTS non-personalized service accounts Policy to 
ascertain that it regulates the access of service accounts to 
folders with AV bases and access restriction to appropriate 
employees. 
We inspected the list of accounts which have privileged access 
to the Work File Server and Master Copy File folders to 
ascertain that the access to these folders is authorized and 
appropriately restricted only to unique accounts that are 
assigned to individual specialists who need such access for 
their job responsibilities and the system accounts (robots) 
with defined owners. 

No exceptions noted 

C_GCC_01 The AMR Manager assesses an employee's access 
needs depending on his/her job duties in response to 
the initiated request in IT Service Desk. Based on the 
relevance the AMR Manager grants the following 
access to KLAVA: 
• "commit" and "read" for employees from AMR, 
Anti-Malware Technologies Development, 
Infrastructure Development and Research Center, 
Global Research and Analysis Team only after 
receiving approval from their line managers;  
• "commit" and "read" for employees from other 
business units only after receiving approval from 
their line managers; 
• for a change in the settings for employees from 
AMR, Anti-Malware Technologies Development, 
Infrastructure Development and Research Center. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "[KLAVA] Predostavleniye prav" procedure 
to ascertain that it regulates the process of access granting in 
KLAVA.  
We inspected one selected new employee requesting access 
to KLAVA. We ontained a respective request from Service 
Desk for adding selected new employee to the correct access 
group and inspected to ascertain that: 
• the request was initiated by Senior Malware Analyst; 
• the request was approved by employee’s line manager; 

•  the request was approved by AMR manager; 
• e-mail with access granting confirmation was sent. 

No exceptions noted 
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C_GCC_02 Access to managing user accounts and system 
settings, deploying updates and committing AV-
records is restricted to unique accounts that are 
formally assigned to individual specialists who need 
such access for their job responsibilities: 
1. Access to managing user accounts is granted to 
AMR managers; 
2. Access to managing system settings and deploying 
updates is restricted to the AV Bases Infrastructure 
Group;  
3. Access to commit AV-records is granted to AMR, 
Anti-Malware Technologies Development, 
Infrastructure Development, the Research Center 
and Global Emergency Response Team. 
Each account has its owner. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "[KLAVA] Predostavleniye prav" procedure 
to ascertain that it regulates the process of privileged access 
granting in KLAVA.  

We inspected the list of administratots in KLAVA (Application) 
to ascertain that access to KLAVA (Application) is provided to 
two personal accounts and two service accounts. We ensured 
that privileged access is granted to employees who need such 
access for their job responsibilities and service accounts with 
defined owners. 

 

No exceptions noted 

C_GCC_03 The Anti-Malware Manager (“AMR Manager”) 
receives the task with a change request from TFS and 
analyzes the relevance of the received change for 
KLAVA/AV Base Prep. If it is considered relevant, the 
AMR Manager approves the request for change 
initiation from the TFS and assigns an engineer for 
this task with change request in the TFS. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the "KLAVA Release" and "AvBasePrep Release" 
pages on internal portal to ascertain that these procedures 
regulate the process of change management. 

We inspected one selected update installed in KLAVA and one 
selected update installed in AvBasePrep to ascertain that: 

• the requests for change initiations in KLAVA and 
AvBasePrep from TFS were approved by AMR Manager; 

• AMR Manager assigned engineers for these tasks with 
change requests in the TFS. 

No exceptions noted 
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C_GCC_04 TeamCity is configured to test the functionality of the 
source code that was developed by engineers in 
TeamCity test environment. If the test results are 
successful, TeamCity collects the build for further 
installation to KLAVA/AV Base Prep. The engineer 
sends the generated build to the Service Desk for 
production deployment. If the test results are not 
successful, TeamCity does not collect the build for 
installation and sends a notification to the specialists 
responsible for error correction. 

We inquired process owner to ascertain the procedure’s design.  

We inspected the "KLAVA Release" and "AvBasePrep Release" 
pages on internal portal to ascertain that these procedures 
regulate the process of change management. 

We inspected one selected update installed in KLAVA and one 
selected update installed in Av Base Prep to ascertain that: 

• TeamCity is configured to test the functionality of the 
source code that was inputted by the developer in TeamCity 
test environment; 

•  testing completed successfully for updates in KLAVA and 
AV Base Prep selected for testing; 

• TeamCity collected the build for further installation to 
KLAVA/AV Base Prep; 

•  the developer sent the generated build to the Service Desk 
for installation to production. 

No exceptions noted 

C_GCC_05 Access to managing user accounts and system 
settings, as well as deploying updates is restricted to 
unique accounts that are formally assigned to 
individual specialists in the units AV Base 
Infrastructures, AV Core technologies and the system 
developer, who have roles as the "system 
administrator" and "project administrator" in 
TeamCity. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Reglament vydachy I otzyva prav 
administratora AVInfra TeamCity” procedure to ascertain that 
it regulates the process of privileged access granting in 
TeamCity.  

We inspected a list of accounts in Teamcity (application) with 
assigned access groups and privileged permissions, and noted 
that there are three unique accounts with privileged 
permissions. 

We ensured that access to TeamCity (Application) is provided 
to employees who need such access for their job 
responsibilities.  

We inspected to ascertain that there were no changes in a list 
of privileged accounts since July 2019. 

No exceptions noted 
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C_GCC_06 Project Managers from AV Base Infrastructures and 
AV Core technologies creates a request in Service 
Desk to install the update, which is confirmed by the 
control owner. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document "Reglament ustanovki obnovlenij 
servisa TeamCity na klava-build" to ascertain that it regulates 
the process of patch management. 

We inspected the last version of TeamCity (Application) 
installed in productive environment. Also we inspected the 
respective request in ServiceDesk for installation of the 
selected update to ascertain that: 

•  the request for update was initiated by the Project 
Manager; 

• the request was approved by the control owner; 

• the update was installed after approval of the control 
owner. 

No exceptions noted 

C_GCC_07 The update takes place at the beginning of the 
release cycle, which takes about 2 weeks, when the 
system is running in test mode. The updates are not 
monitored. Vendor software initially tests the 
patches for updates. The test result is sent to the 
group. If the testing is unsuccessful, the PRG KLAVA 
team decides whether to install the update based on 
the severity of the errors. 

 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document "Reglament ustanovki obnovlenij 
servisa TeamCity na klava-build" to ascertain that it regulates 
the process of patch management. 

We inspected the last version of TeamCity (Application) 
installed in productive environment. Also we inspected the 
respective request in ServiceDesk for installation of the 
selected update and installation logs to ascertain that the 
update was installed after approval of the control owner in 
the beginning of release cycle, which takes about 2 weeks. 

We also ensured that dev and stable assemblies of the 
KLAVA2 project branches were built successfully after 
TeamCity update was installed. 

No exceptions noted 
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C_GCC_08 Duties to implement changes to the production and 
to develop changes in TeamCity are segregated 
between the Service Desk Specialist and AMR 
developer. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected IT Change management regulations related to 
KLAVA and AV Base Prep to ascertain that they regulate the 
process of change management. 

We inspected lists of accounts with privileged access rights in 
KLAVA and AV Base Prep on application and OS level. We 
ensured that privileged (administrative) accounts are different 
on application and OS layers of respective systems. 
We inspected one selected change in KLAVA,  one selected 
change in AV Base Prep and respective change requests from 
TFS to ascertain that duties to implement changes to the 
production and to develop changes in TeamCity are 
segregated between the Service Desk Specialist and the AMR 
developer.  

No exceptions noted 

C_GCC_09 A Service Desk Specialist checks that the task in 
Service Desk from the employee on access granting 
to AV Base Prep contains approval from the AMR 
Manager (AV Bases Infrastructure Group Manager), 
the type of requested access and approval from the 
employee's line manager, and based on that he/she 
grants access to AV Base Prep.  
In the absence of the task in Service Desk approved 
by the AMR Manager (AV Bases Infrastructure Group 
Manager), the Service Desk Specialist does not grant 
access to AV Base Prep. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "AvBasePrep Service Desk's guide" and 
ensured that it regulates the process of access granting. 
We inspected one selected employee requesting access to AV 
Base Prep and obtained a respective request from 
ServiceDesk. We inspected to ascertain that employee was 
granted with access to AV Base Prep based on a request 
approved by AMR manager. 

No exceptions noted 
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C_GCC_10 Access to managing user accounts and system 
settings, deploying updates and generating the 
distributive from AV-records is restricted to unique 
accounts that are formally assigned to individual 
specialists who need such access for their job 
responsibilities: 
1. Access to managing user accounts is granted to 
the AMR Manager; 
2. Access to managing system settings and deploying 
updates is restricted to AV Bases Infrastructure 
Group; 
3. Access to generate the distributive (with the 
name, which starting with "PUB") from AV-records is 
granted to the system account in AV Base Prep. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Privileged Access Management” policy to 
ascertain that it regulates the process of privileged access 
provision.  
We inspected a list of accounts in AV Base Prep (Application) 
with assigned access groups and privileged permissions to 
ascertain that the access to managing user accounts and 
system settings, deploying is restricted to unique accounts 
that are formally assigned to individual specialists who need 
such access for their job responsibilities. We also inspected to 
ascertain that access to generating the distributive from AV-
records is granted to service accounts with formally defined 
owner.     
We inspected the request for granting privileged access to AV 
Base Prep to ascertain that the request was approved by 
information security employee and granted in accordance 
with employee's job responsibilities.  

No exceptions noted 

C_GCC_14 An ALM (Application Lifecycle Management) Analyst 
checks that the TFS task on access granting to the 
folder in Perforce contains approval from the folder’s 
owner (the list of folder owners is documented in 
Confluence by ALM Support). Based on that ALM 
Analyst grants access to user to the folder in Perforce 
according to the required access in the TFS task (read 
or write) and then adds to the domain group ALM.  
In the absence of the TFS task approved by the 
Folder Owner, the ALM Analyst does not grant access 
to the folder in Perforce. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Procedure for granting access to ALM 
systems” to ascertain that it regulates access granting process 
for Perforce. 

We inspected one selected employee requesting access to 
Perforce and respective request from TFS. We inspected to 
ascertain that access request was initiated and approved by 
responsible employees. 

No exceptions noted 
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C_GCC_15 The ALM Analyst analyzes the report in Power BI, 
outlining the inactive accounts in Perforce based on 
AD and HR system data, on a weekly basis. If the 
Power BI script finds an account from Perforce 
through the inactive accounts (with the same 
account name as in Perforce) in the Active Directory, 
this account will be included in the result of the script 
execution. The ALM Analyst inspects the result of the 
script execution and deletes such account from 
Perforce manually. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Procedure for revision of access rights” to 
ascertain that it regulates the process of access revision. 
We inspected the report logics of Power BI report to ascertain 
that the report uses data from HR system and AD. 

We were informed that user accounts of dismissed employees 
in Perforce are deleted without blocking. We inspected one 
selected dismissed employee to ascertain that he was absent 
in the Power BI report and was absent in the list of current 
Perforce users.  

No exceptions noted 

C_GCC_16 1. Access to managing user accounts and system 
settings, as well as deploying updates is granted to 
ALM employees which are logged into Perforce by 
the account of the superuser; 
2. Access to commit AV-records is granted to the 
business unit R&D (Research and Development). 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "Privileged Access Management Policy" 
policy to ascertain that it regulates the process of privileged 
access provsion.  
We inspected list of accounts in Perforce (Application) with 
assigned access groups and privileged permissions to 
ascertain that the access to managing user accounts and 
system settings, as well as deploying updates is granted to 
ALM (4 personal accounts and 8 service accounts with a 
defined owner). 
We inspected that there were no occasions of control 
procedure execution due to the fact that there were no new 
privileged accounts from 01/01/2022. 

We also ensured that access to commit AV-records is granted 
to R&D unit according to established access granting 
procedure. 

No exceptions noted 



 

51 

 

Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_GCC_17 Password settings for accounts that use local 
Perforce authentication are configured in accordance 
with the requirements of the policies Requirements 
for server security settings (“Trebovaniya k 
bezopasnoj konfiguratsii serverov”) and Privileged 
Access Management Policy (“Upravlenije 
privilegirovannim dostupom”). 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected “Requirements for server security settings” and 
“Privileged Access Management" policy to ascertain that they 
regulate the password policy. 

We inspected Perforce password settings for accounts with 
local authentication to ascertain that Perforce passwords 
settings are in accordance with the requirements of the 
policies. 

No exceptions noted 

C_GCC_18 ALM does not change the logic of the system and 
only deploys changes from the Vendor on the annual 
basis.  
The system owner monitors announcements about 
system updates and analyzes the relevance for 
installation based on subjective judgement. If the 
system owner decides to install the update, he/she 
downloads the update from the vendor’s official 
website, and creates a task in the TFS with the 
attached update and assigns a developer (ALM) for 
this task for installation.  

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document “Operating system upgrade 
procedure” and “PatchManagement ProcessDescription” to 
ascertain that they regulate the process of patch 
management. 

We inspected the last version of Perforce (Application and OS) 
and Code Collaborator (DBMS) installed in productive 
environment. We also inspected the respective requests for 
update installlation in TFS to ascertain that: 

• the tasks in TFS were created by system owners; 

• system owners assigned developers (ALM) for these tasks 
for installation. 

No exceptions noted 
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C_GCC_19 Assigned by the system owner the ALM developer 
tests the received update release in the test 
environment. The ALM developer sends an email 
with the test results to the system owner. If the test 
results are successful, the system owner approves 
the deployment and downtime. The ALM developer 
sends an email with a notification about the 
downtime to R&D (Research and Development 
department) and deploys the update release. If the 
test results were unsuccessful, the ALM developer 
does not deploy this update release. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document “Operating system upgrade 
procedure” and “PatchManagement ProcessDescription” to 
ascertain that they regulate the process of patch 
management. Control owner informed us that updates of OS 
(Perforce) and DBMS (Code Collaborator) do not require a 
downtime as patching of OS and DBMS does not interfere 
with services. 

We inspected the last version of Perforce (Application and OS) 
and Code Collaborator (DBMS) installed in productive 
environment. We also inspected the respective requests for 
update installlation in TFS to ascertain that: 

• the ALM developer tested update release in the test 
environment; 

• there was an e-mail from ALM Support with information 
about testing results and downtime for forthcoming update of 
Perforce (Application); 

• the update release was installed by the ALM developer. 

No exceptions noted 

C_GCC_20 The ALM Analyst checks that the TFS task on access 
granting to the Code Collaborator contains approval 
from the folder owner and based on that, he/she 
grants access to the Code Collaborator with 
permission to "write" to the folder. 
In the absence of the TFS task approved by the folder 
owner, the ALM Analyst does not grant access to the 
Code Collaborator and this folder. The exception is 
the employee from R&D. The ALM Analyst grants 
access for the employee from R&D to the Code 
Collaborator by default with the permission "read" 
and "write".  

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Procedure for granting access to ALM 
systems” to ascertain that it regulates access granting process 
for Code Collaborator. 
We inspected one selected user account in Code Collaborator 
and respective TFS request for granting access to Code 
Collaborator. We inspected to ascertain that access with 
permission to “read” and "write" for R&D employee was 
granted by default. 

No exceptions noted 
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C_GCC_21 The ALM Analyst analyzes the report in Power BI, 
outlining the inactive accounts based on AD and HR 
system data, on a weekly basis.  
If the ALM Analyst finds an active account of 
dismissed employee in Code Collaborator, this 
account will be bloсked by him manually. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Procedure for granting access to ALM 
systems” to ascertain that it regulates access granting process 
for Code Collaborator. 

We inspected the report logics of Power BI report to ascertain 
that the report uses data from HR system and AD. 
We inspected one selected dismissed employee to ascertain 
that the employee user account was blocked and that user 
account is in a "Disabled" domain user group and absent from 
Code Collaborator. 

No exceptions noted 

C_GCC_22 Access to managing user accounts and system 
settings, deploying updates and changing settings for 
the review template (template for tasks, within 
which a code review is performed) in the Code 
Collaborator is restricted to the accounts that are 
formally assigned to the individual specialists in the 
business unit ALM and to the system account with 
privileged access in the Code Collaborator. 
Each account has its owner. There are logs of all 
changes / actions that the user performs under his 
account.  

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "Privileged Access Management Policy" 
policy to ascertain that it regulates the process of privileged 
access provsion. 

We inspected the list of administratots in Code Collaborator 
(Application) to ascertain that access to managing privileged 
access in Code Collaborator is restricted to unique accounts 
that are formally assigned to the individual specialists in the 
business unit ALM and to the system account with privileged 
access and defined owner. 

We ensured that there were no new accounts with privileged 
access in Code Collaborator since January 2019. 

No exceptions noted 
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C_GCC_23 The Code Collaborator application has a domain 
authentication. Password settings for both 
authentication processes are in accordance with the 
requirements of the policies Requirements for server 
security settings (“Trebovaniya k bezopasnoj 
konfiguratsii serverov”) and Privileged Access 
Management Policy (“Upravlenije privilegirovannim 
dostupom”). 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected “Requirements for server security settings” and 
“Privileged Access Management Policy" to ascertain that they 
regulate the password policy. 

We inspected a standard AD extract with domain password 
settings and authentication settings in Code Collaborator 
(Application). We inspected to ensure Code Collaborator has 
domain authentication and thus password settings for Code 
Collaborator (Application) are in accordance with the 
requirements of the policies and match domain password 
settings. 

No exceptions noted 

C_GCC_24 The Update Releases Group Analyst (Urg.admins 
domain group) analyzes the relevance for access 
depending on the employee's job duties in response 
to the initiation request for granting access in the TFS 
from the employee (or his/her line manager) and 
based on subjective judgement he/she grants the 
following access to DTS: 
• for "read" for employees from the Update Releases 
group by default (without any approval) and for 
"write" after the probation period; 
• for employees from other business units only after 
receiving the approval from their line manager. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "Access management to information assets" 
procedure to ascertain that it regulates access granting 
procedure in DTS.  
We inspected one selected user account that was granted an  
access  to DTS (Application) in April 2022 to ascertain that: 

• the request was initiated by an employee who requested an 
access for service account; 

• the request was approved by employee’s line manager; 

• access was granted after receiving the relevant approvals in 
accordance with control design. 

No exceptions noted 
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C_GCC_25 Access to managing user accounts and system 
settings, as well as deploy updates is restricted to 
unique accounts that are formally assigned to 
individual specialists in the business unit Update 
Releases included in the domain group Urg.admins. 
Except unique accounts, there is one local non-
personified account in DTS with administrative rights 
with the technical ability to login under it. 

Each account has its owner. There are logs of all 
changes / actions that the user performs under his 
account. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "Access management to information assets" 
procedure to ascertain that it regulates privileged access to 
DTS. 

We inspected a list of DTS accounts in a privileged user groups 
to ascertain that access to managing user accounts and 
system settings, as well as deploy updates is restricted to 
unique user accounts within Update Relese unit. 

We inspected one selected privileged account in DTS to 
ascertain that privileged access was granted based on 
appropriately approved access request. 

No exceptions noted 

C_GCC_26 The Update Releases Group Analyst analyzes the 
change request from the TFS. If it is reasonable based 
on his/her subjective judgement, the Update 
Releases Analyst assigns this change request to the 
responsible employees from the Updates Release 
and Support. If it is not reasonable, the Update 
Releases Group Analyst closes the change request in 
the TFS. 

 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected documents “Pravila razrabotki I testirovanija 
novykh versij DTS” and “Pravila reliza novoy versii DTS v 
OPVO” to ascertain that they regulate the process of change 
management. 

We inspected one selected release deployed into DTS 
productive environment. Then we reviewed the list of 
features included into the release and inspected one selected 
feature to ascertain that change request was analyzed by 
Update Release Group Analyst prior to development. 

No exceptions noted 
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C_GCC_27 The Update Releases Group Analyst implements 
changes in DTS for the assigned change from the TFS. 
Before making changes, the Update Releases Group 
Analyst makes a backup of the system. If an error 
occurs after the changes have been made, the 
Update Releases Group Analyst documents the error 
in the TFS. The Update Release Analyst makes 
corrections within the changes in DTS, or performs 
system rollback. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected documents “Pravila razrabotki I testirovanija 
novykh versij DTS” and “Pravila reliza novoy versii DTS v 
OPVO” to ascertain that they regulate the process of change 
management. 

We inspected one selected feature included in DTS release 
and a respective task for testing this feature. We inspected to 
ascertain that change (feature) was tested without errors 
prior to installation of the release. 

No exceptions noted 

C_GCC_28 Duties to implement changes to the production and 
to develop changes are segregated between the 
Update Release Analysts. Only the Updates Release 
and Support group has permissions to implement 
changes. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document “Protsess vnesenija lyubikh 
izmenenij v PROD cherez CR” to ascertain that it regulates the 
process of change management, including segregation of 
duties. 

We inspected the list of group members with access rights to 
deploy releases in DTS production environment. We inspected 
one selected release deployed in DTS and respective TFS tasks 
for development and deployment of this release to ascertain 
that duties to implement changes to the production and to 
develop changes are segregated between the Update Release 
Analysts. 

No exceptions noted 
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C_GCC_29 Service Desk Specialist disables the account of a 
dismissed employee by moving this account from 
domain groups to the Disabled OU based on the 
incident for blocking the AD account, which is 
created automatically based on HR system data. If 
the Service Desk Specialist has no permission to 
move the account from the AD group to the Disabled 
OU, he/she sends an email to the domain group 
managers. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "7.6. Protsedura uvolnenija. Workplace Plus 
SDG" in document "Workplace Plus. Service Desk Guide" 
procedures to ascertain that it regulates access termination 
process.  
We inspected one selected dismissed employee to ascertain 
that Service Desk Specialist disabled the account of a 
dismissed employee by moving this account from domain 
groups to the Disabled OU based on the incident for blocking 
the AD account, which was created automatically based on HR 
system data. 

No exceptions noted 

C_GCC_30 Access to managing user accounts and system 
settings is restricted to unique accounts that are 
formally assigned to individual specialists of the IT 
Infrastructure development division of the IT 
Department. 
Privileged Access is approved with Director of IT 
infrastructure. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected "Access management to information assets" 
policy to ascertain that it regulates the process of privileged 
access granting. 
We inspected user accounts from domain groups with 
privileged access rights to ascertain that there are unique 
accounts owned by employees of IT Infrastructure 
development division of the IT Department.  

No exceptions noted 

C_GCC_31 The domain password settings (password policy and 
account lockout policy) are configured in accordance 
with the requirements of the policies Requirements 
for server security settings (“Trebovaniya k 
bezopasnoj konfiguratsii serverov”) and Privileged 
Access Management Policy (“Upravlenije 
privilegirovannim dostupom”). The built-in account 
administrator is renamed, and the default password 
was changed. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected “Requirements for server security settings” and 
“Privileged Access Management Policy" to ascertain that they 
regulate the password policy. 

We inspected a standard AD extract with domain password 
settings to ascertain that domain password settings for 
personal, service and administrative accounts are configured 
in accordance with “Requirements for server security 
settings” and “Privileged Access Management Policy". 

No exceptions noted 
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C_GCC_32 Access to KLAVA (Application); AV Base Prep 
(Application); TeamCity (Application); DTS 
(Application); TFS (Application); KLAVA (OS); AV Base 
Prep (OS); KLAVA (DBMS); DTS (DBMS); Code 
Collaborator (DBMS) is allowed through MS AD 
authentication and following application 
authentication which grants access to authorized 
personnel without entering the password. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the document “Requirements for server 
security settings” to ascertain that it regulates the 
authentication process. 

We inspected authentication attributes in KLAVA 
(Application); AV Base Prep (Application); TeamCity 
(Application); DTS (Application); TFS (Application); KLAVA (OS); 
AV Base Prep (OS); KLAVA (DBMS); DTS (DBMS); Code 
Collaborator (DBMS). We inspected to ascertain that domain 
authentication and following application authentication 
(Single Sign-on) is configured in abovementioned systems on 
application, DBMS and/or OS layers. 

No exceptions noted 

C_GCC_33 Access to managing user accounts and system 
settings, as well as deploy updates is restricted to 
unique accounts that are formally assigned to 
individual specialists due to their job duties and 
business units: 
1. Access to KLAVA (OS), AV Base Prep (OS), uKLS 
(Application), uKLS (OS) are formally assigned to 
individual specialists in the business unit Services 
Infrastructure Development; 
2. Access to Perforce (OS), Perforce (DBMS), Code 
Collaborator (OS), Code Collaborator (DBMS) are 
formally assigned to the individual specialists in the 
business unit ALM; 
3. DTS (OS) are formally assigned to individual 
specialists in the business unit Update Releases; 
4. Access to KLAVA (DBMS), DTS (DBMS) are formally 
assigned to individual specialists in the business unit 
Service Desk and the database owner; 
5. Access to TFS (Application) are formally assigned 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected "Access management to information assets" 
policy to ascertain that it regulates the process of privileged 
access granting. 

We inspected user accounts with privileged access rights in 
KLAVA (OS), AV Base Prep (OS), uKLS (Application), uKLS (OS) 
to ascertain that the access to managing user accounts and 
system settings, as well as deploy updates is restricted to 
unique accounts that are formally assigned to individual 
specialists in Services Infrastructure Development unit. 

We inspected user accounts with privileged access rights in 
Perforce (OS) and Perforce (DBMS) to ascertain that the 
access to managing user accounts and system settings, as well 
as deploying updates is restricted to unique service accounts 
owned by employees of ALM unit. 

We inspected user accounts with privileged access rights in 
Code Collaborator (DBMS) and Code Collaborator (OS) to 

No exceptions noted 
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to individual specialists in the business unit ALM and 
Project Managers. 
Privileged Access is approved with informational 
security for uKLS. 

ascertain that the access to managing user accounts and 
system settings, as well as deploying updates is restricted to 
unique personal and service accounts that are formally 
assigned to individual specialists in ALM unit. 

We inspected user accounts with privileged access rights in 
DTS (OS) to ascertain that the access to managing user 
accounts and system settings, as well as deploying updates is 
restricted to unique accounts that are formally assigned to 
individual specialists in Update Releases unit. 

We inspected user accounts with privileged access rights in 
DTS (DBMS), KLAVA (DBMS) to ascertain that the access to 
managing user accounts and system settings, as well as 
deploying updates is restricted to unique accounts that are 
formally assigned to individual specialists Service Desk 
(Infrastructure Development RND) unit.  

We inspected list of accounts in TFS (application) with 
assigned access groups and privileged permissions to 
ascertain that the access to managing user accounts and 
system settings, as well as deploying updates in the TFS is 
restricted to unique accounts that are formally assigned to 
individual specialists in ALM unit and Project Managers 
according to their job duties. 



 

60 

 

Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_GCC_34 The automatic patch management process is as 
follows: Each Information Technology Department 
unit defines the set of the systems where the 
patches are delivered through an automated process 
(without human interaction). Installation on such 
systems is triggered manually through change 
management process, or automatically. 
The manual patch management process is as follows: 
1. The person responsible for patching the system 
(system engineer, technical lead) receives 
information about new or upcoming update from the 
vendor;  
2. The responsible person checks if the update is 
applicable to the system; 
3. The responsible person checks if the update is a 
security update: 
•  If no, then the responsible person installs it in the 
next scheduled maintenance windows on the 
inactive server (one of the servers within the 
compute node (multiple servers) that is 
decommissioned) through the change management 
process; 
• If yes, then the responsible person checks if the 
security update is critical: 
  - If critical, then the responsible person installs it 
immediately on the inactive server through the 
change management process or an automated 
routine; 
  - If it is not critical, then the responsible person 
installs the update in the next scheduled 
maintenance windows (but within 2 weeks after the 
patch release) on the inactive server through the 
change management process. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the Patch Management Process description to 
ascertain that it regulates the process of patch management. 

We inspected the list of patches installed on KLAVA (OS), AV 
Base Prep (OS), uKLS (OS), KLAVA (DBMS), DTS (DBMS) in 
March 2021. For each abovementioned system we inspected 
one selected patch installed and respective update tasks from 
TFS. We inspected to ascertain that automatic patch 
management and manual patch management in KLAVA (OS), 
AV Base Prep (OS), uKLS (OS), KLAVA (DBMS), DTS (DBMS) are 
carried out in accordance with design of control. 

 

No exceptions noted 
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4. The responsible person verifies that the compute 
node is operational after the update is installed on 
the inactive server: 
• If the compute node fails, then the responsible 
person rolls the update back, investigates the 
problem and returns to step 2. 
• If the compute node perform well, then the 
responsible person schedules an update on the other 
servers through the change management process 
(for security updates – not more than within 1 month 
after patch release). 

C_GCC_37 Perforce (OS) has local authentication. Password 
settings are configured in accordance with the 
requirements of the policies Requirements for server 
security settings (“Trebovaniya k bezopasnoj 
konfiguratsii serverov”) and Privileged Access 
Management Policy (“Upravlenije privilegirovannim 
dostupom”). 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected “Requirements for server security settings” and 
“Privileged Access Management Policy" to ascertain that they 
regulate the password policy. 

We inspected password settings in Perforce (OS) and 
additional security mechanisms used for accounts with local 
authentication in Perforce to ascertain that password settings 
are configured in accordance with “Requirements for server 
security settings” and “Privileged Access Management Policy". 

No exceptions noted 
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C_GCC_39 The Code Collaborator (OS) and the Code 
Collaborator (DBMS) have a domain authentications. 
Password settings for both authentication processes 
are configured in accordance with the requirements 
of the policies Requirements for server security 
settings (“Trebovaniya k bezopasnoj konfiguratsii 
serverov”) and Privileged Access Management Policy 
(“Upravlenije privilegirovannim dostupom”). 

 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected “Requirements for server security settings” and 
“Privileged Access Management Policy" to ascertain that they 
regulate the password policy. 

We inspected a standard AD extract with domain password 
settings and authentication settings in Code Collaborator (OS 
and DBMS). We inspected to ascertain that Code Collaborator 
on OS and DBMS layers has domain authentication and thus 
password settings for Code Collaborator (OS and DBMS) are in 
accordance with the requirements of the policies and match 
domain password settings. 

No exceptions noted 

C_GCC_40 The ALM Analyst receives and deploys update 
releases from WSUS to the production after testing 
in the test environment once a month. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected “Operating system upgrade procedure” and 
Patch Management Process description to ascertain that they 
regulate the process of patch management. 

We inspected one selected patch installed on the productive 
server of Code Collaborator in March 2022 and the evidences 
of its testing to ascertain that the ALM Analyst received and 
deployed update release from WSUS to the production after 
testing in the test environment. 

No exceptions noted 
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C_GCC_42 The System Owner receives update releases from the 
vendor’s official website and analyzes the relevance 
for installation based on his/her subjective 
judgement. If the System Owner decides to install an 
update, he/she assigns a developer (Updates 
Release) for the task for installation in the TFS. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the “Protsess ustanovki obnovlenij v 
infrastructure OPVO” to ascertain that it regulates the process 
of patch management. 

We inspected one selected update release installed on the 
productive server of DTS system in March 2022 and 
respective installation task in TFS to ascertain that: 

• the System Owner analyzed the relevance for installation of 
the selected update; 

• the System Owner assigned a developer (Updates Release) 
for the task for installation in the TFS. 

No exceptions noted 

C_GCC_43 Updates on the DTS server are deployed 
automatically through launch of the IMAS_TEST and 
SANDBOX environments. If automatic jobs completed 
successfully, a flag that there were no errors 
occurred during installing updates is set. Otherwise, 
the process of installing updates on the DTS servers 
is blocked. At the end of the week, a special task is 
launched to verify the correctness operation of the 
updated DTS servers (IMAS_TEST and Sandbox). If 
the check was successful and Critical incidents were 
not detected, the task unlocks the installation of 
updates to PROD DTS servers. If Critical incidents are 
detected - the task leaves the process of installing 
updates on PROD DTS blocked and creates an 
incident in the Service Desk of Update Release group. 
Next, the usual launch of tasks for automatic 
updating of DTS servers on the PROD servers, 
alternately on DTS environments is initiated (if the 
tasks were not blocked). 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the “Protsess ustanovki obnovlenij v 
infrastructure OPVO” to ascertain that it regulates the process 
of patch management. 

We inspected one selected update release installed on the 
productive server of DTS system in March 2022 and 
respective installation task in TFS to ascertain that this update 
was installed to the DTS Sandbox and IMAS_TEST test 
environments and successfully tested before being deployed 
to a production environment. 

 

No exceptions noted 
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C_GCC_47 The employee's line manager, the Information 
Security Specialist and System Owner analyzes the 
relevance for access depending on the employee's 
job duties in response to the initiation request for 
granting access in the TFS from the employee, and 
based on the relevance of such access for performing 
the employee's job duties they approve access 
granting to uKLS. The uKLS administrator grants 
access to uKLS based on these approvals attached in 
the Remedy request for the period, which is 
determined in the request, and for the signature, 
which is also determined in the request. The IT 
Specialist grants access to the firewall on uKLS based 
on these approvals attached in the TFS request for 
the period determined in the request. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "KLS Service Desk" from internal portal page 
to ascertain that it regulates access granting process.  
We inspected one selected user account in uKLS and 
respective request for access granting in TFS to ascertain that 
the access was granted in accordance with the employee’s job 
duties and the request was approved by the employee's line 
manager, the Information Security Specialist and System 
Owner. We ensured that access was granted both in 
application and in firewall, in accordance to access rights and 
access period defined in the request. 

No exceptions noted 

C_GCC_49 The System Owner analyzes the relevance of the 
received initiation change request in the TFS. If there 
is such relevance, the System Owner approves the 
request for initiation change from the TFS based on 
his/her subjective judgement and creates a User 
Story with the assigned developer for this change. If 
there is no such relevance, the System Owner closes 
the request for initiation change in the TFS. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the uKLS-related patch management procedure 
to ascertain that it regulates the process of change 
management.  

We inspected one selected change installed in March 2022 in 
uKLS productive environment and inspected the request for 
this update in TFS to ascertain that: 

• the system owner received initiation change request; 

• the system owner approved the request for initiation 
change from the TFS; 

• the system owner creates User Story and assigned the 
developer for this change. 

No exceptions noted 



 

65 

 

Control # Control(s) Testing of Control Implementation performed by Deloitte Results of Tests performed by Deloitte 

C_GCC_50 After the R&D developer (R&D/Internal Development 
& Operations/ Services Development ) finishes the 
development within the task (creates a source code) 
in the User Story (in Git TFS) and changes the status 
to "Resolved", the reviewer, which is predefined by 
the TFS task, assesses the received change for errors. 
After the reviewer closes the review and closes the 
User Story, Git TFS automatically starts the test 
scenarios, predefined by the TFS. If the test results 
are successful, the build from the reviewed source 
code is created automatically. The Project Manager 
creates a change request in Remedy with the 
attached build for the uKLS administrator (R&D 
Services Infrastructure Development) for 
deployment. If the test results were unsuccessful, the 
build from the reviewed code is not created in the 
TFS. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the uKLS-related patch management procedure 
to ascertain that it regulates the process of change 
management.  

We inspected one selected change installed in March 2022 in 
uKLS productive environment and inspected the request for 
this update in TFS to ascertain that: 

• the developer completed the pull request after it was 
approved by the reviewer; 

• Git TFS automatically started the test scenarios, which 
passed successfully; 

• the builds from the reviewed source code were created 
automatically; 

• Project Manager created a change request in Remedy with 
the attached build for uKLS administrator (R&D Services 
Infrastructure Development) for deployment. 

No exceptions noted 

C_GCC_51 Duties to implement changes to the production, and 
to develop changes are segregated between the 
Developer (Internal Development & 
Operations/Services Development ) and uKLS 
Administrator (R&D Services Infrastructure 
Development), respectively. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the uKLS-related patch management procedure 
to ascertain that it regulates the process of change 
management.   

We inspected lists of employees who have permissions to 
implement changes to the productive environment of uKLS 
and those who have permissions to develop changes. We 
inspected to ascertain that duties to implement changes to 
the production and to develop changes are segregated 
between the Developer (Internal Development & 
Operations/Services Development) and uKLS Administrator 
(R&D Services Infrastructure Development), respectively. 

No exceptions noted 
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C_GCC_52 Employees have pre-approved access to their 
computers, accessed using VPN through RDP 
(Remote Desktop Protocol). All other types of remote 
access are provided based on a request in the Service 
Desk after approval of Information Security 
specialists. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected one selected employee requesting a non-
standard remote access to services and a respective access 
request from Service Desk. We inspected to ascertain that 
remote access was provided after the approval of Information 
Security specialist. 

No exceptions noted 

C_GCC_53 Access to TFS can be granted by the Project Manager 
directly or through an access request initiated by an 
employee and approved by the Project Manager 
If the request for access is initiated by an employee, 
the ALM (Application Lifecycle Management) Analyst 
checks that the TFS task on access granting to a 
project in the TFS contains approval from the 
relevant Project Manager, based on that he/she 
grants access to project in the TFS. In the absence of 
the TFS task approved by the relevant Project 
Manager, the ALM Analyst does not grant access to 
project in the TFS. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the “Procedure for granting access to ALM 
systems” to ascertain that it regulates access granting process 
for TFS. 
We inspected one selected user account with access to TFS 
and respective access granting request. We inspected to 
ascertain that the request was initiated by employee and 
approved by the Project Manager prior to access rights 
provision. 

No exceptions noted 

C_GCC_55 ALM does not change the logic of the system and 
only deploys updates from the Vendor montly.  
The System Owner monitors announcements about 
system updates and analyzes the relevance for 
installation based on subjective judgement. If the 
System Owner decides to install an update, he/she 
downloads the update from the vendor’s official 
website and creates a task in the TFS with the 
attached update and assigns a developer (ALM) for 
this task for installation.  

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the Patch Management Process description to 
ascertain that it regulates the process of patch management.  

We inspected one selected change installed in March 2022 in 
productive environment of TFS (Application) and respective 
update task in TFS. We inspected to ascertain that: 

• the system owner created a task in the TFS with the 
attached update; 

• the system owner assigned a developer (ALM) for this task 
for installation. 

No exceptions noted 
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C_GCC_56 Assigned by the system owner, the ALM developer 
tests the received update release in the test 
environment. The ALM developer sends an email 
with the test results to the System Owner. If the test 
results are successful, the System Owner approves 
the deployment and downtime. The ALM developer 
sends an email with a notification about the 
downtime to R&D (Research and Development 
Department) and deploys the update release. If the 
test results were unsuccessful, the System Owner 
does not approve the deployment and the ALM 
developer does not deploy this update release. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected the Patch Management Process description to 
ascertain that it regulates the process of patch management.  

We inspected one selected change installed in March 2022 in 
productive environment of TFS (Application) and respective 
update task in TFS. We inspected to ascertain that: 

• the change was appropriately tested before installation to 
the productive environment; 

• System Owner approved the deployment and downtime, 
respective communication was sent to R&D; 

• ALM developer deployed the change into the productive 
environment during the approved downtime. 

No exceptions noted 

C_GCC_57 Access to the entity's server rooms is granted in 
accordance with the requirements of the policy 
“Procedure for managing access to restricted areas”. 
In case of receiving an access request from an 
employee to the server rooms in the Internal 
Intranet Portal, the Technical Security Specialist 
checks the approvals from the employee's line 
manager and server room owner. If both approvals 
exist, the Technical Security Specialist grants access 
for the period, which is determined in the access 
request. In case of the absence of at least one 
approval, the Technical Security Specialist does not 
grant access to the server room. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the "Procedure for managing access to 
restricted areas" to ascertain that it regulates access provision 
to the entity's server rooms. 
We inspected the list of accounts from the Access Control 
System which were granted with the access to the entity's 
server rooms. 
We inspected one selected account and respective task with 
an access request to one of the server rooms to ascertain 
that: 

• Access request was approved by employee’s line manager; 

• Access request was approved by server room owner; 

• Access to server room was granted after both approvals 
were received.  

No exceptions noted 
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C_GCC_58 Account actions are logged automatically and 
analyzed by SPLUNK on a specific list of suspicious 
activities. In case of potential threats, the system 
sends notifications to the SOC center. SOC center’s 
employees analyze and evaluate such incidents. If 
they detect a violation, they forward it to the IT 
department to resolve the incident.  

 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected the rules defiend in SPLUNK to ascertain that 
monitoring of privileged accounts activities is configured and 
is based on a specific list of suspicious activities. 
We inspected one selected example of trigger firing to 
ascertain that: 

• After trigger firing an automatic notification from SPLUNK 
was sent to the SOC center;  

• SOC center’s employees analyzed and evaluated the 
incident: clarification of the owner of suspected account was 
received, no further escalation was required. 

No exceptions noted 

C_GCC_59 Periodic user access review in accordance with 
predefined list of criteria is performed on a regular 
basis at least once a year with documenting results of 
such review and follow up actions performed. 

We inquired process owner to ascertain the procedure’s 
design.  

We inspected "Access management to information assets" 
policy to ascertain that it regulates the process of periodic 
user access review. 
We inspected the last results of the access rights review for 
Perforce, KLAVA, AV Base Prep, uKLS, DTS, Code Collaborator 
to ascertain that system owners periodically review access 
rights and document the results. We also ensured that the 
revocation of rights is carried out only after receiving 
confirmation from the responsible employee. 

No exceptions noted 
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C_GCC_60 The Company has defined and documented the list of 
permissions which are critical to not be hold by the 
same person in Policy for granting access to 
information assets. Information Security Service 
employees analyze segregation of duties conflicts in 
accordance with this Policy when approving 
administrative access to critical systems. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected "Access management to information assets" 
policy to ascertain that it contains the list of permissions 
which are critical to not be hold by the same person. 

We inspected the request for granting privileged access to AV 
Base Prep to ascertain that Information Security employees 
participate in privileged access granting. 

No exceptions noted 

C_GCC_61 Access to the SPLUNK system for viewing data is 
provided to employees of the Security operational 
center department and to the Control owner. Access 
to the SPLUNK should be approved by employee of 
IS. 

We inquired process owner to ascertain the procedure’s 
design. 

We inspected one selected user account granted with access 
to SPLUNK and a respective ticket. We inspected to ascertain 
that the access was requested for employee from the Security 
operational center department and was granted after the 
approval of informational security employee. 

No exceptions noted 
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Section V: Supplemental Information Provided by Kaspersky  
The following information is provided for informational purposes only and has not been subjected to the procedures applied in 
the examination. Accordingly, AO Deloitte & Touche CIS expresses no opinion on the following information. 

Kaspersky’s Transparency principles  

As a private and global cybersecurity company with more than 25 years on the global market, Kaspersky is independent from 
short-term business considerations and institutional influence. Kaspersky shares its expertise, knowledge and technical findings 
with the world’s security community, IT security vendors, international organizations, and law enforcement agencies. 

Kaspersky research team is spread across the world and includes some of the most renowned security experts in the world. 
Kaspersky detects and neutralizes all forms of advanced APTs, regardless of their origin or purpose. 

Global Transparency Initiative 

Since 2017, Kaspersky has been advancing the transparency of its products, engineering and data processes through the Global 
Transparency Initiative (GTI) which also serves to demonstrate the company’s ongoing commitment to accountability and 
transparency. Through the GTI, Kaspersky also engages with the broader information security community and other 
stakeholders in validating and verifying the trustworthiness of its products, internal processes, and business operations. 
Kaspersky introduces additional accountability mechanisms by which the company can further demonstrate that it addresses 
any security issues promptly and thoroughly. 

Kaspersky believes that the GTI, as a measure to enhance security assurances, goes in accord with key today's demands from 
customers for greater cybersecurity, where transparency, accountability and users’ trust are now at the forefront. 

How Kaspersky GTI secures business and helps ensure ICT supply chain risk management 

The GTI assists Kaspersky customers and partners in building an optimal security strategy based on proven technology and the 
principles of digital ethics and trust. The GTI offers actionable steps for organizations to ensure and verify that Kaspersky 
solutions meet – if not exceed – corporate trust policies:  

GTI Description 

Data Relocation to Switzerland  Kaspersky cares about privacy of customers, and launched relocation of cyberthreat-
data storage and data processing to Switzerland. 

Kaspersky has chosen Switzerland because of its globally known neutral stance on 
the international arena, and strictest data protection regulation. 

Kaspersky diversifies data processing infrastructure, and thus builds one of the 
securest system in the world. 

Transparency Centers in Zurich 
(Switzerland), Madrid (Spain), São 
Paulo (Brazil), and Kuala Lumpur 
(Malaysia) 

At the dedicated Transparency Centers, Kaspersky provides access to authorized 
responsible partners and government stakeholders to review the company’s source 
code, software updates and threat detection rules, along with other activities. 

Kaspersky provides customers with three options – from security briefings about 
Kaspersky’s products (how they work) and data processing practices to the deepest 
and most comprehensive reviews of the most critical parts of the company’s source 
code. 

To request a visit, our customers and partners can contact us at 
TransparencyCenter@kaspersky.com.  

Each request is processed in accordance with the company’s internal policy 
procedure. 
More information is available here https://www.kaspersky.com/transparency-
center-offices.   

mailto:TransparencyCenter@kaspersky.com
https://www.kaspersky.com/transparency-center-offices
https://www.kaspersky.com/transparency-center-offices
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GTI Description 

Third-party Independent assessment 
of Kaspersky’s data services  

Kaspersky’s data services are certified against ISO/IEC 27001:2013 international 
standard by TÜV AUSTRIA. Conformity with ISO/IEC 27001:2013 – an internationally 
recognized as the best practice industry and applicable security standard – lies at the 
core of Kaspersky’s approach to implementing and managing information security. 
The certification – granted by the third-party accredited certification body TÜV 
AUSTRIA – demonstrates our commitment to strong information security, and that 
Kaspersky’s Data Service is in compliance with industry leading best practices. 

More information and certificates are available here 
https://www.kaspersky.com/about/iso-27001.   

Vulnerability management program 
and enhanced Kaspersky’s Bug 
Bounty Program  

To demonstrate trustworthiness of Kaspersky products, Kaspersky runs its Bug 
Bounty Program under which anyone can report critical vulnerabilities found in 
Kaspersky systems and get a reward of up to $100,000. Since the announcement in 
March 2018, none of such reports and payments have been made. 

Transparency report To fight transnational cybercrime successfully and make sure its users are safe, 
protected and confident in the cyberworld, Kaspersky has been working with law 
enforcement agencies (LEAs) across the globe. Committed to greater transparency, 
every six months Kaspersky shares information about requests received from 
government and law enforcement agencies, as well as from its users. The company 
discloses information about requests received from users for multiple purposes, 
such as for the removal of a user's personal information, for details on which and 
where a user’s data is stored, and its provision. 
 
Kaspersky never provides any law enforcement or government organizations with 
access to user data or the company’s infrastructure. We provide information on such 
data upon request, but no third party can directly or indirectly access our 
infrastructure or data, and all requests go through mandatory legal verification 
before approving, rejecting or appealing such requests. Requests for technical 
expertise include non-personal technical information produced and provided by 
Kaspersky security researchers and machine learning algorithms. This may include 
the MD5 hashes of malware, indicators of compromise (IoCs), information about the 
modus operandi of cyberattacks, output of malware reverse engineering, statistical 
information, and other results of investigations and research. 

 

Transparency report which consists of (i) Law Enforcement and Government Request 
report as well as (ii) User Data Request report can be found at the main GTI webpage 
https://www.kaspersky.com/transparency-center.  

Independent assessment of 
Kaspersky legal obligations under the 
Russian legislation 

The analysis was conducted by prominent legal expert, Dr. Kaj Hober – Professor of 
International Investment and Trade Law at Uppsala University in Sweden and expert 
on the Russian legal system – and covers three Russian laws related to data 
processing and storage.  

These were widely reported as the ones Kaspersky was obliged to comply with, being 
a Russian-based company. Results of the analysis are available here 
https://kas.pr/legal-assessment.  

 

  

https://www.kaspersky.com/about/iso-27001
https://www.kaspersky.com/transparency-center
https://kas.pr/legal-assessment
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Kaspersky Transparency Center 

Kaspersky is revolutionizing the industry by opening its Transparency Centers as an instrument to make cybersecurity products 
transparent and demonstrably trustworthy in the context of existing global supply chain risks. 

Kaspersky invites government experts, customers and partners to its Transparency Centers to conduct a comprehensive 
examination of the company’s source code, software updates, and threat detection rules. Such an examination is aimed at 
providing a greater level of security assurance in the company’s cybersecurity solutions. Kaspersky is the first cybersecurity 
vendor to provide source code for external examination, and we believe that such an approach shall become an industry 
standard in ensuring the trustworthiness of cybersecurity products.  

At the Transparency Centers, Kaspersky offers to: 

 Review our secure software development documentation, including threat analysis, secure review, and application 
security testing processes; 

 Review the source code of: Kaspersky Internet Security (KIS), our flagship consumer product; Kaspersky Endpoint Security 
(KES), our flagship enterprise product; and Kaspersky Security Center (KSC), a control console for our enterprise products; 

 Review all versions of our builds and AV-database updates; 

 Review types of information which, in general, Kaspersky products send to the our cloud-based Kaspersky Security 
Network (KSN); 

 Rebuild the source code to make sure it corresponds to publicly available modules; 

 Review the results of an external audit of the company’s engineering practices conducted by one of the Big Four 
accounting firms; 

 Review the Software Bill of Materials (SBOM) for Kaspersky Internet Security (KIS), our flagship consumer product; 
Kaspersky Endpoint Security (KES), our flagship enterprise product; and Kaspersky Security Center (KSC), a control console 
for our enterprise products. 

Kaspersky experts assist and provide any technical consultation about the company’s source code and technologies. The scope 
of the evaluation at Transparency Centers are determined prior to visiting the facility.



 

74 

 

 


